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State of Georgia — SAO Onspring User Guide

Onspring is used for State of Georgia Organizations (Agencies, Authorities, Departments, etc.) to enter
certain internal control elements. At this time Onspring contains Risk Assessment ratings and Control
Activity details.

1. Account Login and/or Creation
a. Login to Onspring with your assigned Username and Password.
b. If there are problems or questions with account login, contact compliance@sa0.ga.gov.

Onspring

2. Onspring: Navigating Tool Bars

2a. Tool Bar

.
o) Dashboards Reports Content
nspring

= Viewing: Agency Risk Assessmen ?Risk Management Reporting - Risk Assessment  Reporting - Control Activities

a. Dashboards Tab — provides access to the Containers Menu Bar. This tab will be the main tab
used for viewing, updating and reporting on risk assessment and control activity information.
Reports Tab (for SAO use only)

. Content Tab (for SAO use only)
d. Help — access ”Onspring Help Center”.

2b. Containers Menu Tool Bar

O n S p rl n g Dashboards  Reports  Content Help
gency Risk Assessmen Risk Management | Reporting - Risk Assessment  Reporting - Control Activities

My Agency Risk Assessment My Historical Control Mappings =
Agency Risk Assessment - ] = -
- Agency Dt Agency Nl Recording k.. InherentRisk  Likelihood Impact Residual Risk  Updated Date
i
/00001 Test Org fo Cash @ Hagh ® Hon ® Low ® tion 5/4/2020 231 PM
Agency Risk Assessment - arg B S
Reporting
tash
1P
Agency Risk Assessment - SEFA o )
jokc)
Lded
Agency Risk Assessment - CFO led (
Centification i
b
TLCOU Y
records
rd 2 Recording - Cash @ Hgh ® Low ® Low ® Low 42012020 11:35

(e.g. credd card AM
kbo;
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a. - contains all of the dashboards (ex: Risk Management) in a dropdown menu.
The dashboards are grouped in to containers for easier access.
i. - a dynamic page with reports and action items on a specific topic (ex:
Agency Historical mapping, Agency Risk Assesments, etc.). Risk assessment and
control activity information will be viewed, updated and reported on via dashboards.

2¢. Sub-Menu Tool Bar

o

Onspring Dashboards  Reports  Content T om

= Viewing Agency Risk Assessmen Risk Management Reporting - Risk Assessment  Reporting - Control Activities

My Agency Risk Assessment My Historical Control Mappings @
A Risk A .
A 4 Agency ID t Agency Ni R?QZ,‘JN‘ gacsiagis ik ... Inherent Risk Likelihood Impact Residual Risk Updated Date
/00001 Test Org fo Cash @ Hgh ® Hon ® Low @ tion 5/4/2020 231 PM

Agency Risk Assessment - arg
Reporting

Agency Risk Assessment -

Agency Risk Assessment - C
Centification

® Low ® Low ® Low 4)20/2020 11:35
AM

a. For each view or report on a dashboard, click the Report Actions menu icon in the top-right
corner of the report. The Report Actions menu icon allows for expanding, printing or
exporting the information being viewed. The export function allows for exporting to excel or
pdf and as an image or data that can then be edited. Note: when choosing the export option,
the report will run and send an email from Onspring which will contain the export result.

Report Actions @
BB
)

it this report
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3. Viewing and Updating Risk Assessment and Control Activity Information
a. Go to the Dashboards tab,
b. Select Risk Management container
c. Select one of the Agency Risk Assessment dashboards
i. This will open a view containing one of the “My Agency Risk Assessment” reports:
1. Agency Risk Assessment — Recording
2. Agency Risk Assessment — Reporting
3. Agency Risk Assessment — SEFA

O n S p ri n g Dashboards Reports Content Help

E'V:-:vwnrq Agency Risk Assessmen wporting - Risk Assessment Reporting - Control Activities

My Historical Control Mappings

My Agency Risk Assessment

Agency Risk Ass

v Agency ID t Agency Nl Recording & z ik ... InherentRisk  Likelihood Impact Residual Risk  Updated Date
/00001 Test Org fo Cash . Hagh @ Hon ® Low . High 5/4/2020 231 PM
Agency Risk Assessment - arg
Reporting
tash
P
Agency Risk Assessment - SEFA ok
|
e
Agency Risk Assessment - CFO fed ¢
Centification it
LUy
records
rd 2 Recording - Cash @) Hgh ® Lo ® Low ® Low 472002020 1135
(e.g. credd card AM
lockbx

collections, cash

mm hamd | OE

d. “My Agency Risk Assessment” reports contain:
i. Listing of specific risk assessment records to be reviewed and updated (note: each
record correlates to a row previously contained on the excel RA/CA template)
ii. Updated Date — displays date and time of the last update to the risk assessment
record.

note: records can be sorted differently by clicking on column title

O
O n S p rl n g Dashboards Reports Content
= Viewing Agency Risk Assessmen Risk Management  Reporting - Risk Assessment  Reporting - Control Activities

My Agency Risk Assessment - Recording -

CAgancy [[s) t Agency Name  Related Risk ...t Specificl int Risk Likelihood Impact Residual Risk Updated DD
/00001 e - 5 = —T 2472020 2 31 PM

Recordng - Cash . High
(e g credit card

lockbox

collections, cash

® Low 472012020 11.35
AM

amounts
accounting
records

Revised May 2020 Page 4 of 18



State of Georgia — SAO Onspring User Guide

iii. Edit risk assessment records by clicking on the Quick Edit pencil icon.

O n S p ri n g Dashboards Reports

= Viewing: Agency Risk Assessmen Risk Management Reporting - Risk A

My Agency Risk Assessment - Recording

- Ageney Dt Agency Mame  Related Risk ...t Specific Risk ...

00001 Test Org far 2 Recording - Cash
(e.g. cradit cand
Inckbon
colleclions, cash
an hand, LGIF,
invisimants, alc )
is nab all inchided
or ngd reconded
&l the comect
amounts in the
BCCounding

records

. 2 Recandng - Cash
(g cradil card
lnckbox

collections, cash
on hand, LGIF,
investmants, atc. )
is not all included
or nod recorded
at tha comact
amounts in tha
Atcounding
POrdS

e. Quick Edit window then opens (containing same information as the columns of the previous
excel RA/CA template):

ull
»

Agency ID 40700

Agency Name  Accounting Office, State

Reporting Objective®  The financial reports are complete and accurate

Risk Statement®  Information provided on year end forms does not agree with accounting records and/or supporting documentation.

pecific Risk Examples*® Classification of Revenue Form: - not completely filling out all of the required information

Tolerance™® de minimis

Inherent Risk Select a value

Inherent Risk Justification

| = Required Field Next

i. Agency ID (SAO Controlled) _ displays Organization number.
ii. Agency Name (AC Controlled) _ djsplays Organization name.

Revised May 2020 Page 5 of 18
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Vi.

Vii.

viii.

Reporting Objective (A Controlled) _ displays financial reporting objectives® as
defined by SAO and cannot be changed. These are the objectives that need to be
addressed to help ensure an adequate internal control system is in place relating to
financial reporting. (see Statewide Risk Assessment Guidance Attribute 6.1)

Risk Statement (Related Risk Question Library Record) (SAO controlled) _ digplays
risks relating to the financial reporting objectives as defined by SAO and cannot be
changed. These risks need to be addressed to help ensure an adequate internal control
system is in place relating to financial reporting. (see Statewide Risk Assessment
Guidance Attribute 7.1)

Specific Risk Examples (A© Controlied) _ displays specific risks relating to the financial
reporting objectives as defined by SAO and cannot be changed. These risks are more
detailed risks relating to organizations within Georgia, and need to be addressed to
help ensure an adequate internal control system is in place relating to financial
reporting.

Tolerance (SAC Controlled) _ djsplays tolerance relating to the specific risk examples as
defined by SAO and cannot be changed. As noted in the Statewide Risk Assessment
guidance chapter, risk tolerance is the acceptable level of variation in performance
compared to the achievement of objectives. (see Statewide Risk Assessment
Guidance Attribute 6.2)

Inherent Risk (SAC Controlled and User Entry) _ gelect rating from list that corresponds to the
inherent risk relating to the specific risk examples. Depending on the specific risk
examples, certain Inherent Risk values are defined by SAQO, but some require
organizations to select their appropriate rating (note: there are different inherent risk
rating options listed under each specific risk example). As noted in the Statewide
Risk Assessment guidance chapter, this factor is considered when identifying the
risks that impact the organization's achievement of their defined objectives, without
consideration of current control activities in place. (see Statewide Risk
Assessment Guidance Attribute 7.1)

Inherent Risk Justification (V" E"™) _ enter inherent risk justification relating to the
specific risk examples. Note this justification should support the inherent risk rating
and provide justification without consideration of current control activities in
place.

Inherent Risk . High

Salect a vale
Inherent Risk
Justification || @ Hah

| Inherent Risk

Justification

The process has a high inherent risk as cash has a high susceptibility of fraud and/or theft

! “Financial reporting objectives” as used throughout this document also include compliance objectives relating to

financial reporting.

Revised May 2020
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ix. Likelihood (V" EM™) _select rating from list (N/A, High, Medium, Low) that

Likelihood Justification

corresponds to the to the likelihood of occurrence (the level of possibility that the risk
will occur), without consideration of current control activities in place. The
likelihood of the risk identified would be in relation to the specific risk examples as it
pertains to your organization. As noted in the Statewide Risk Assessment guidance
chapter, this factor is considered when analyzing the level of possibility of the
identified risks impact on the organization's achievement of their defined objectives.
(see Statewide Risk Assessment Guidance Attribute 7.2)

Likelihood Justification (=" En™) _enter likelihood risk justification relating to the
specific risk examples. Note this justification should support the likelihood risk rating
and provide justification without consideration of current control activities in
place.

Likelihood

| Sebect @ value
Salect a value
. MUA,
. Lo

Madium

@ Hah

Likelihood Justification

I 4

Xi.

Xii.

Impact Select a value
Salect a value
Impact Justification
. A
. Low
Madium
@ Hah

Impact (V¢ Ent) _ select rating from list (N/A, High, Medium, Low) that
corresponds to the impact of occurrence (the level of possibility that the risk will
occur), without consideration of current control activities in place. The impact of
the risk identified would be in relation to the specific risk examples as it pertains to
your organization. As noted in the Statewide Risk Assessment guidance chapter, this
factor is considered when analyzing the magnitude of scale of the deficiency that
could result from the risk. (see Statewide Risk Assessment Guidance Attribute 7.2)
Impact Justification (Vs Ent™) _ enter impact risk justification relating to the specific
risk examples. Note this justification should support the impact risk rating and
provide justification without consideration of current control activities in place.

Impact Justification

Revised May 2020
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Xiil.

Control Activity Library

Xiv.

Response (" Ent) _ select rating from list (Acceptance, Avoidance, Reduction,
N/A) that corresponds to the response to the risks identified for the specific risk
examples. As noted in the Statewide Risk Assessment guidance chapter, this factor is
considered when determining the appropriate response to mitigate or reduce the
analyzed risk. Therefore, the risk response identified would be in relation to the
specific risk examples as it pertains to your organization. (see Statewide Risk
Assessment Guidance Attribute 7.3)

Response | Sedect a value

Salect a value
Acceplanca
At ancs o
Reducton
Ni#
T e LTt

Control Activity Library UserE™) _ select each control activity listed in the library,
to answer if this control activity is actually utilized in your organization. (see
Statewide Risk Assessment Guidance Attribute 10.1, 10.2, 10.3, 10.4, 11.2, and 12.1)

1. Only Control Activities associated with this specific risk examples will be
listed. (note: there are different control activities listed under each specific
risk example, because each specific risk example has distinct control
activities that should be in place for an effective internal control system.)

2. Currently there is also a link to My Historical Control Mappings report,
which lists organization’s historical answers with mapping to the control
library stepsat '@ .

3. In order to update the “Control Utilized” column, you must select the
respective Quick Edit pencil icon. This column must be updated to indicate if
the organization has the respective control activity currently in place. (note:
Control ID can only be edited via the Quick Edit pencil icon and must be
done one at a time.)

4. Do not select the red x that may appear on the right column. **
Control Activity Library ol

Control Control Name 1 Detailed Deseription Control Control | Control Contral Automation | Control

D Importance  Type Frequency Placement Utilized?
# | RCD27 | Accounting System | Trave! sactions sutomatically pest to Key Grean Daily Prevent Automated | @ Yes
- Automated cashfiaility aceounts in the sccounting Sook -
nterface b system (in Teamworks from Concur Financia
c nightly) Reporting
CD25 | Accounting System | Non-Payrall (offine vouchers and Key Grean | Periodically Prevent | Automsted | (@ ves
- Automated spreadsheet joumals) ransactions Book- | as Needed
nterface between | automatically post to cashiliability Financial
accounts in the accounting system Reporting

# |rcoDz23 automatically postto | Key Green Periodically  Prevent Automated | @ Yes
Baok - | as Neaded
Financial
abor distr m HCM) Reporting
# | RCD2% | Accounting System | Transactions automatically post to Key Green Daily Prevent Automated | @) Yes
- Automate: eashireseivable scoounts (for example, in Sack -
nterface between  Teamworks from the AR module) Financia
revenue Reporting
subsystems and
GLIAR
# | RCD13 | Accounting System | Accounting system requires balanced Key Graen Daily Prevent Automated | (@) Ves
- Balanced journals | entry for journals. Baok -
{FECM in control Financia
number] Reporting
# | RCD17 | Accounting System | Routine batch processing is performed by | Key Graen Daily Prevent Automated | @) Yes \
- Batch Processing | accounting system tnat automatically edits Baok - \
and posts any entries not in valid and Financial f = AUAY
posted ststus and 3150 produces an emor Reporting ( ) |
report. Eniries are posied to both the \ i
‘edger and sus-ledger. \\ /

Revised May 2020
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5. (UserEntv) In the Quick Edit window, the details of the respective control
activity will display along with an area to update whether or not the control is
actually utilized in your organization. Select the rating (Yes, No, N/A?) for

“Control Utilized?”, and then:
a. Select “Save” to return to the listing of control activities. OR
b. Select “Save and Next” to update the next control activity in the

library. OR
c. Select “Cancel” to not save any updates made.

Control ID

Control Name

Detailed Description

Control Importance

Control Type

Control Frequency

Control Placement

153187

n g

RCD25

Accounting System - Automated interface between non-payroll subsystems and GLIAP

Non-Payroll {offine vouchers and joumals) postto

accounts in the accounting system

Key

Green Book - Financial Reporting

Periodicaly as Needed

Prevent

Automation  Automated

Control Utilized?
< Q
| = Required Field I Cancel I

i. Control Activity Details (“*" E""™) _ ypdate the control activity details relating to
your organization for the specific risk example. Note these details should support the
control activities identified as being utilized by the organization. (see Statewide Risk
Assessment Guidance Attribute 10.1, 10.2, 10.3,10.4, 11.2, and 12.1)

Save and Next save

ontrol Activity Details

L=

Details of Control Activities wil be included here,

xv. Residual Risk (User Entv) - Select rating from list (N/A, High, Medium, Low) that
corresponds to the level of residual risk (the risk remaining after management's
response). As noted in the Statewide Risk Assessment guidance chapter, this factor is
considered when identifying the risks remaining that impact the organization's
achievement of their defined objectives. Therefore, the residual risk identified would
be in relation to the specific risk examples after consideration of control activities.
(see Statewide Risk Assessment Guidance Attribute 7.1)

Residual Risk Justification (Vs En'™) _ enter residual risk justification relating to the
specific risk examples. Note this justification should support the residual risk rating
and provide justification after consideration of current control activities in place.

XVi.

2 N/A should have limited usage and is intended for instances where a control truly is not applicable, such as a
SEFA federal control activity for organizations that do not receive any federal money.

Revised May 2020 Page 9 of 18
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Residual Rk Salect @ value

Select a valug

Residual Rk
Justificatfn P ra

P Low

i

i Hgn

Residual Risk

Jusiification

f.  (UserEn) Once the specific risk example risks and control activities have been reviewed and
updated, click “Save” to save and close the question, or click “Save and Next” to move on to
the next specific risk example in the Risk Assessment. Or click “Cancel” to not save any
updates.

Residual Risk . Low

Residual Risk Justification all risks are compensated for

Updated Date  420/2020 11:35 AM

| = Required Field I Save and Next Save

Cancel I
*

g. Repeat all of the above steps for each assigned specific risk examples.

4. w=reny Required CFO verification of Risk Assessment and Control Activity

Information

a. Go to the Dashboards tab,

b. Select Risk Management container

c. Select Agency Risk Assessment — CFO Certification dashboard

i. This will open a view containing “Agency Risk Assessment - CFO Certification”
report.

d. The CFO will need to complete a one-question Certification after all specific risk examples
have been reviewed and updated. (note: this Certification will be completed annually to
certify that all Risk Assessment questions were completed to the best of your
Agency/Organization’s ability and that the information provided is accurate to your
knowledge.)

e. Click the Quick Edit pencil icon to the left of “Agency ID”, and the Quick Edit window will
open.

Revised May 2020 Page 10 of 18
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"
Onspring Detbourss| Reports  Conten
= Viewing Agency Risk Assessmen Risk Management] Reporting - Risk Assessment  Reporting - Control Activities

My Agency Rlsk ASSOSSant My Historical Control Mappings

Agency Risk Assessment - i 2
v Agency ID 1 Agency Ni gfco,,’.,\g ik ... Inherent Risk Likelihood Impact Residual Risk Updated Date
/00001 Test Org fo Cash @ righ @ Haon ® Low @ Hon 5/4/2020 231 PM

Agency Risk Assessment - ara
Reporting

sash

1o
Agency Risk Assessment - SEFA otc )

bded
Agency Risk Assessment - CFO fed
Centification ;

e

EeErr—r

records

rd Hgh ® Low ® Low ® Low 42002020 11:35
AM
[]
O n S p rin g Dashboards ~ Reports  Content Help
[—
== Viewing: Agency Risk Assessmen Risk Management Reporting - Risk Assessment  Reporting - Control Activities
Risk Assessment Certification =
v ;Agency ID + Agency Name Certification Updated Date
40700 Accounting Office, State 4/21/2020 1:43 PM

f. Inthe Quick Edit window, validate that the “Assessing Organization/Agency” field is
displaying the name of your Organization/Agency. If it is correct and you are ready to Certify
the information, click the checkbox in the “Certification” field stating “I certify that this
information is accurate”.

28682

] (]

I AgencyID 40700

Agency Name Accounting Office, State

Certification E I certify that this information is accurate

Updated Date  4/21/2020 1:43 PM

| = Required Field Save and Previous Cancel

g. Click Save and the record will close. The CFO validation is now complete.

5. Viewing Historical and Mapping of Control Activity Information

a. Go to the Dashboards tab,

b. Select Risk Management container

c. Select My Historical Control Mappings dashboard

i. This will open the “My Historical Control Mappings” report, which contains

Details of control activities provided on the last RA/CA excel template
SAO mapping to the control activity in the Onspring library
Additional details on the control activity (such as name and description)
Reference to the specific risk examples row

robdE
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Dashboards Reports Content

= Viewing. My Historical Control Ma Risk Management | Reporting - Risk Assessment  Reporting - Control Activities

My Historical Control Mappingl My Historieal Control Mappings |f

Agency Risk Assessment -

ical Controls Di Relat Recording Name Control Description Related Risk Library Record
1 Accountant maintaning BCI hpetence
Agency Risk Assessment -
Reporting

Agency Risk Assessment - SEFA

Agency Risk Assessment - CFO ppetence

Certification

d. Sample view of “My Historical Control Mappings” report. Note: this report is provided only
for historical reference and will not update as current year information in Onspring is
updated.

i. Click on the column title to sort the records in a different order.

. n S p rl n g Dashboards Reports Content Help

= Viewing: My Historical Control Ma Risk Management Reporting - Risk Assessment  Reporting - Control Activities
My Historical Control Mappings ==
@rical Controls Documented | Related Control Library Record | Control Name Control Description Related Risk Library RecorD
1. Accountant maintaining S — dsaile il -
accounting records has a adjustments in fo the accounting
bachelor's degree and two-three of records and performing

reconciliations are competent
(have appropriate degrees, training
and/or experience)

similar experience

1. Accountant maintaining RCD32 Staff Competence Staff recording entries and 4
accounting records has a adjustments in to the accounting
bachelor's degree and two-three records and performing

N - reconciliations are competent
years of similar experience 2 (have appropriate degrees, training
Accountant follows guidance from and/or experience)

SAOQ specifically the "Cash, Cash
Equivalents and Investments" and
business process policies in the
Cash Management section

6. Viewing Reports of Risk Assessment Information

(Caution: answers provided in Step 3 above will change if answers in the reports are edited)

a. Go to the Dashboards tab,

b. Select Reporting — Risk Assessment container

c. Select Agency Risk Reporting (heat map and bar graph) dashboard
i. This will open a view containing various reports.

Revised May 2020 Page 12 of 18
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Dashboards Reports Content

= Viewing: Agency Risk Reporting { Risk Management | Reporting - Risk Assessment | Reporting - Control Activities

_ = Agenty Rish Repering (leat mag =

Heat Map - Agency View I and bar graph) I =
Agency Risk Asseatment -

il e A _

E Medusm Agency Risk Assessment «
E Reparting (for sxport)
k-
- Lowr 1
= Agency Risk Assessment - SEFA
[T A7 {fer axport)
WA Low Mackum High
Impaet
(=} Bl [}
1 4 g 12 16
Agency ID Agency Nams Rizk Statement” Related Risk Qu.., Specific Risk Ex... Impact Likelihood Residual Risk
& 00001 Test Qg for Informatien provided 60 Reporting @ Hign @ High @ Hign
on year and forms Appropriations
daaes no ith R
account Risconcilialion Foerm

(L
andior 5 - mod compiletely
documentation filling out all of the

d. Heat Map — Agency View with supporting details
i. Click in the colored area of the heat map to “drill down” in to details of the report.
Clicking on a box, will change the detailed records shown below the heat map to
correspond to only that box selected.
ii. Click on the column title to sort the records in a different order.

O ns p ri n g Dashboards  Reports  Content EE) -

= \iaw ng: Agancy Risk Reporting ( Risk Management Reporting - Risk Assessment  Reporting - Control Activities
Heat Map - Agency View =
High 1
E Medium
E Low T 1
=
HNA 47
A Low Medium High
Impact
(=) E— ([}
1 4 -] 12 16
(P.nlncy 5] Agency Mame Risk Statement’ Related Risk Qu... Specific Risk Ex... Impact Likelihcod Residual Ris
2 00001 T —— - - —_— i Hath
on year and lonms Approprations .
does nol agree wilh Recavable
accounti oads iation Fonm
andiof Supporting - nat compbately

documentation. filing out &
reguired infonmation
not reconciling to
Q5T
e. Residual Risk — Agency View with supporting details
i. Click on a bar within the graph to “drill down” in to details of the report. Clicking on
a bar, will change the detailed records shown below the graph to correspond to only
that box selected.

ii. Click on the column title to sort the records in a different order.
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Residual Risk - Agency View
10 g

8

Record Count.

0 ’
/
Low High
@ Risk Statement® Related Risk Question... Specific Risk Examples®  Inherent Risk Likelihood Impact Response Residual Risk i
* | 00001 - ording _ Cash (e.o il m
z recorded at the proper % ﬂ m—
ameunt, in the proper collections, cash on hand,
fund, in the proper LGIF, investments, etc.)
account code or in the that is not valid (such as
proper basis of cash that does not exist)
accounting. is recorded in the
accounting records.
2 | 00001 Information provided on 83 Reporting - Investment ® NA @ Low Acceptance @ Low

year end forms does not Form: - appropriate
agree with accounting research not done to
racords and/or supporting include all needed items
decumentation.
Z 00001 Kay assets are not all 2 Recording - Cash (.0 @ Hioh @ Low @ Low Acceptance ® Lov z
1-10 0f 10 items

7. Report of Risk Assessment Answers

(Caution: answers provided in Step 3 above will change if answers in the reports are edited)

(Note: this report will be very hard to view on the screen, and is available mainly for exporting data)

a. Go to the Dashboards tab,
Select Reporting — Risk Assessment container
Select one of the For Export dashboards
i. This will open a view containing one of the “Export Agency Risk Assessment”
reports:
1. Agency Risk Assessment — Recording (for export)
2. Agency Risk Assessment — Reporting (for export)
3. Agency Risk Assessment — SEFA (for export)
d. “Export Agency Risk Assessment” reports contain:
i. Listing of risk ratings and justifications associated with each specific risk example.
(note: each specific risk example correlates to a row previously contained on the
excel RA/CA template)
1. See steps 3(e)(i) through 3(e)(xiii), step 3(e)(xv) and step 3(e)(xvi) above for
additional information.
ii. Click on the column title to sort the records in a different order.
iii. See step 2c(a) for export instructions.
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Onspring

= Viewing Agency Risk Assessmen Risk Management

Dashboards

Reporting - Risk Assessment

Reports Content

Export Agency Risk Assessment - Recording

Agency Risk Reporting (heat map

and bar Qagh

Reporting - Control Activities

< Agen... Agen.. Repo.. Relat.® Risk.. Spell Agency Risk Assessment - ®li... Likeli... Impact Impa.. Resp.. Resid... Resid.. Upda... >
/. . ; Recording (for export) 4. p— 4/20/202¢
assets Ci on Lo on hand 1135
arenot (gl Agency Risk Assessment - 4 % ~ il AM
all crodl Reporting (for export) hand
recordod can checks
al the A Risk A: SEFA are
" a proper X Agency Risi ssessment - RPerS
p {for export) recewved
complete amount,  cas 2
and nithe  ham = s
accurate propor  LGIP, hasa house
fund, in  mvestmo high and
Suscoptib logged
of fraud in
and/or deposits
theft are
made

8. Reports of Control Activity Library Steps

machine

(Caution: answers provided in Step 3 above will change if answers in the reports are edited)

(Note: this report is available mainly for exporting data)

a. Go to the Dashboards tab,

b. Select Reporting — Control Activities container
c. Select one of the Control Activity Library Steps dashboard
i. This will open a view containing one of the “Control Library” reports:

1. Control Activity Library Steps — Recording (for export)
2. Control Activity Library Steps — Reporting (for export)
3. Control Activity Library Steps — SEFA (for export)

Dashboards Content

Onspring

= Viewing Controt Activity Lwary S

Reports

Risk Management Reporting - Risk Assessment

Reporting - Control Activities

2 2 H Control Activity Library Steps -
Control Exceptions - Recording I oSG or SEpor) I
i
v Agency/Organizati... Agency/O Control ID Control Activity Details - Recording  |Description  Control Utilized?
i s ~ e for export) £
/00001 Test Org orging - Cash (e g RCD12 y may pte personnel @ N/A
d, lockbox ganzaton are
Control Activity Library Steps - @ to ensure all
Reponting (for export) 3 recorded
Control Activity Details - Reporting
{for export)
accounting records
> £ Control Act Library St . i
/ 00001 Test Org Recordng - Cash (0.9 RCD4 I S?F»(llorco;::n)l ey S I ntries and O vos
credit card, lockbox 1s are
collections, cash on n to the
hand. LGIP, Control Activity Details - SEFA (for g records
nvestments. efc ) is export) i approved
not all included or not ipamed by
recorded at the corect — Tsopponting
amounts in the documentation. (ONL
accounting records entries in Teamworks)
/00001 Test Org Rocordng - Cash (0.9 RCD41 Roview - Bank Management not NO

credi card, lockbox
collections, cash on
hand, LGIP,

Confirmations

VoIV g
performing penodic

nts, etc ) is
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d. “Control Library” reports contain:
i. Listing of control activity library steps associated with each specific risk example

(note: each specific risk example correlates to a row previously contained on the
excel RA/CA template)

ii. Control Utilized? — displays rating selected by organization, which identifies
whether or not the control is actually utilized in your organization.

1. See step 3(e)(xiv)(5) above for additional information.
iii. Click on the column title to sort the records in a different order.
iv. See step 2c(a) for export instructions.

O n S p ri n g Dashboards Reports Content — Help

= Viewing: Control Activity Library S Risk Management  Reporting - Risk Assessment  Reporting - Control Activities

Control Exceptions - Recording

= ——
= Roency/O .. Agency! ... Risk Centrol ID Control Name Detailed Description  Control Utilized? —

entDiooon

RCO12

Staft Inquiry

7 00001 Test Org RCD4 Manual entries and © vYes
o

RCD41

9. Reports of Control Activity Details

(Caution: answers provided in Step 3 above will change if answers in the reports are edited)

(Note: this report this report will be hard to view on the screen, and is available mainly for exporting data)

a. Go to the Dashboards tab,
b. Select Reporting — Control Activities container
c. Select one of the Control Activity Details dashboard
i. This will open a view containing one of the “Control Detail” reports:
1. Control Activity Details — Recording (for export)
2. Control Activity Details — Reporting (for export)
3. Control Activity Details — SEFA (for export)
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O n S p ri n g Dashboards Reports Content

= Viewing: Control Activity Details - Risk Management  Reporting - Risk Assessment  IReporting - Control Activities
RO = e Control Activity Libeary Steps -
Export Control Activities - Recording Reccraing (For aspoed
i
v Agency ID Agency Name Reporting Objec... Related Risk Qu..* Risk !Icong.o: Activity Detaits - Recorging [l Introl Activity ...  Updated Date
f t !
Va The accounting ] Key & [LL2r P00 Bccountants 472012020 11:35AM

records comply with all rec Bintainir

Standards and are Control Activity Library Steps - -

complete and Reporting (for export) pounting

accurate {5 a bachelor's

Control Activity Detalls - Reporting free and at jeast

(for export) b years of samdar
perence

Ganeral Ledger

Control Activity Library Steps -
SEFA (for export)

goncikatons
fween balances
__ accountng
racords and bank
statements monthly
with dscrepancias
ified
rasolved Accounts

Control Activity Detalls - SEFA (for
export)

d. “Control Detail” reports contain:

i. Listing of organization control activity details associated with each specific risk
example (note: each specific risk example correlates to a row previously contained on
the excel RA/CA template)

Click on the column title to sort the records in a different order.
See step 2c(a) for export instructions.

O n S p ri n g Dashboards Reports Content _ Help

= Viewing: Control Activity Detads - Risk Management  Reporting - Risk Assessment  Reporting - Control Activities

Export Control Activities - Recording =
& AgencyID Agency Name Reporting Objec... Related Risk Qu..* Risk Statement” Specific Risk Ex... Control Activity ... UpdatedDate  —>
rd — e e 1 ACCOUNIants 47202020 11 35 AM

P ———
all recorded at the
proper amount, in
compiate and the p fund. in
accurate the proper account
code of in the

propd

accounting

ral Ledger
ntant

ccounting
records and bank
statements monthly
with discrepancies
dentified and

recaivable
personnel follows
th customer on
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10.Logging out of Onspring
a. Click on the blue box in the upper right corner.
b. Select “Log Out” at the bottom of the menu that appears.

O n S p ri n g Dashboards Reports Content

= Viewing Agency Risk Assessmen Risk Management  Reporting - Risk Assessment

My Agency Risk Assessment - Recording

g Agency ID Agency Name  Related Risk ...t Specific Risk ... Inh Risk  Likelihood Impa Avalable Roles
Hgh ® Low o General User - Lite |

ecording - Cash @) High

G card

- I o
es! e )

11. Technical Assistance and References

a. Questions and technical assistance, contact: compliance@sao.ga.gov
b. Reference materials: https://sao.georgia.gov/policies-and-procedures/internal-controls
i. Internal Controls Guidance
ii. Green Book
iii. Presentations
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