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Why Internal Controls?

Importance of our Internal Control System:

e Effective internal controls provides reasonable
assurance that objectives of the organization will be
achieved:

= Accurate financial reports
" Maintain fiscal health of the State
" Grant compliance

= Accomplishing the mission of your organization

Remember in government we are ultimately
protecting and serving the taxpayer.



Overall Impact

e Remember the internal control system impacts all
aspects of your organization and daily functions.

 Don’t wait for an audit finding before reviewing the
internal control system design and operation.

* Also, don’t just think of it as completing the
submission but more an overall culture

change, training, discussion, etc.

Zemers

/mp"



Internal Control Process.......

1. Start by establishing objectives, for example:

" “The accounting records comply with Standards and
are complete and accurate.”

2. Then identify risks getting in way of accomplishing the
objective, for example:

= Key assets are not all recorded at the proper
amount, in the proper fund, in the proper account
code or in the proper basis of accounting.

3. Consider how much risk are you willing to allow (risk
tolerance)

= Generally established as “de minimis”



......Internal Control Process

4. Consider “risk responses” already in place
= Control activities component (common tasks)

5. Do any of those control activities offset the risk

" |f residual risk remains, need to consider response
(which could be doing nothing)

Don’t forget, Organizations are still responsible for risks and
control activities relating to:

= Service organizations (outside third parties)
*" Fraud and Information Systems
= Etc.



Evaluation of Internal Control System

* Once system is in place, how is it working?
= Management (not Auditors) is responsible for monitoring

e Determine if the controls were :
= applied at relevant times
® in a consistent manner

= by whom they were applied



Upcoming Submission to SAO

Risk Assessment/Control Activities (RA/CA)
submission will be due before end of this fiscal year:

e Submission will be done via Onspring (online software)
o Additional instructions will be provided
o Scheduled to open late April

* Previous year answers will be populated in Onspring

Remember.....all organizations will continue to
review and certify this submission annually.



Onspring




Onspring Advantages

* Onspring has many advantages:
= Easier maneuvering
= Standardized listing of key control activities
®" Enhanced visibility of gaps in controls
= Reporting capabilities

Essentially contains same content as RA/CA excel
template.



Onspring Login

Onspring




= Viewing: My Assigned Riskand C...

Risk Management  Risk/AS%ee

My New Risk Assessment Records

1 Agency Nam Related Risk Q..1 Specific Risk E...  Tolerance

hdl Agency ID Inherent Risk Likelihg

Impact

Response

# | 00001 Test Org for 2 R w12 a o R T - W 711
card, lockbox
collections, cash
on hand, LGIF,
invesiments, efc)
is not all included
or not recorded at
the correct
amounts in the
accounting
records.

# | 00001 Test Ora for 3 Cash (e.g. credit | de minimis @ High @ High
card, lockbox
collections, cash
on hand, LGIF,
invesiments, efc.)
that is not valid
(such as cash that
does not exist) is

recorded in the

Fay sgeerett | de minimis Medium
card, lockbox

collections, cash

on hand, LGIP,

investments, etc.)

is not recorded in

the correct

chartfields in the

accounting

records.

® Low

P

@ High

Medium

Acceptance

Avoidance

Residual Risk ated By
ow

@ High

@ Low

Updated Date
31202020 1:54 PM

3/11/2020 2:59 PM

3/M11/2020 2:59 PM



Onspring Detailed Entry Screen A

.Srarccounﬁnofﬁce

Agency 1D

Agency Name

Reporting Objective®

Related Risk Question Library
Record

Risk Statement*

Specific Risk Examples*

Tolerance*

Inherent Risk

Inherent Risk Justification

Likelinood

Likelinood Justification

28852

00001

Test Org
The accounting records comply with Standards and are complete and accurate
jo

Risk Statement

Key assets are not all recorded at the proper amount, in the proper fund, in the proper account code or in the proper basis of accounting.
Key assets are not all recorded at the proper amount, in the proper fund, in the proper account code or in the proper basis of accounting.

Recording - Cash (e.g. credit card, lockbox collections, cash on hand, LGIP, investments, etc ) is not all included or not recorded at the correct amounts in the
accounting records.

de minimis

@ Hioh

The process has a high inherent risk as cash has a high susceptibility of fraud and/or theft. test

@ Low

fest



Onspring Detailed Entry Screen A

.Srarccounﬁnofﬁce

Impact @ Low

Impact Justification test
Response Acceptance
Control Activity Library J's B8]
Control Control Name 1 Detailed Description Control Control Control Control Automation Control
D Importance  Type Frequency Placement Utilized?
# | RCD25 | Accounting System | Non-Payroll (offline vouchers and Key Green Periodically = Prevent Automated o N/A
- Automated spreadsheet journals) transactions Book - as Meeded
interface between automatically post to cashiiability accounts Financial
nan-payroll in the accounting system Reporting
subsystems and
GL/AP
# RCD23  Accounting System | Payroll transactions automatically post to Key Green Periodically  Prevent Automated o Yes
- Automated cashfliability accounts in the accounting Eook - as Needed
interface betwsen gystem (in Teamworks upon release of Financial
Payroll and GL/AFP | labor distribution from HCM) Reporting
# | RCD29 | Accounting System | Transactions automatically post to Key Green Daily Prevent Automated Q Yes
- Automated cashireceivable accounts (for example, in Book -
interface between Teamwaorks from the AR module) Financial
revenue Reporting

subsystems and
GL/AP



Onspring Detailed Entry Screen A

.Srarccounﬁnofﬁce

# | ALL2 Cross-Training Cross-fraining of staff to ensure there is Key Green Periodically = Prevent Manual Q Mo
backup for critical departmental functions. Book - as Meeded
Financial
Reporting,
Standard
4« 4 (1,2 » M 1-10 of 19 items
Control Activity Details a

Residual Risk . Low

SEELID e leiE T test: Due to having AMAZING additional controls

Updated By

Updated Date  3/20/2020 1:54 PM

| = Required Field Mext Cancel



Onspring Detailed Entry Screen

Residual Risk

Residual Risk Justification

lired Field

@ Low

Due to sufficient mitigating controls being in place

Updated By

Updated Date

3720/2020 1:54 PM

State\Accounting(Office

Select “Save” to save changed
answer. OR “Save and Next”

to edit next Specific Risk
Example step.

Save and MNext Save Cancel




Onspring — Certification

Risk Assessment Certification

uw Agency ID
0 |/ o0oof
Agency ID
Agency Name
Certification
Updated By
Updated Date
| = Required Field

Agency Name
Test Org

00001

Test Org

State\Accounting(Office

After all specific risk example
steps are reviewed and updated
as necessary, CFO must certify.

Certification Updated By Updated Date
31112020 259 PM :

¥

1-10f 1 items

28799 Q9

] Q | certify that this information is accurafe

31142020 2:59 PM



Applying Internal Control
Concepts to Onspring Entry




Onspring — Specific Risk Examples A

.Srarccounﬁnofﬁce

Agency ID

Agency Name

28852 X

00001

Test Org

Related Risk Question Library
Record

Specific Risk Examples

\_

o
Risk Statement

Key assets are not all recorded at the proper amount, in the proper fund, in the proper account code or in the proper basis of accounting.

Cash (e.g. credit card, lockbox collections, cash on hand, LGIF, investments, eic.) iz not all included or not recorded at the correct amounts in the accounting

records.
J

Tolerance

Inherent Risk

Inherent Risk Justification

Likelihood

Likelihood Justification

Impact
| = Required Field

de minimis

@ High

The process has a high inherent risk as cash has a high susceptibility of fraud andfor theft. fest

@ Low
test

A
&, | ow

Next Cancel



Onspring — Risk Tolerance

.Srarccounﬁnofﬁce

28852 X

Agency ID 00001
Agency Name Test Org

Related Risk Question Library

Record =

Risk Statement
Key assets are not all recorded at the proper amount, in the proper fund, in the proper account code or in the proper basis of accounting.

Specific Risk Examples  Cash (e.g. credit card, lockbox collections, cash on hand, LGIP, investments, etc.) is not all included or not recorded at the correct amounts in the accounting
records.

Tolerance de minimis

Inherent Risk @ High

Inherent Risk Justification The process has a high inherent risk as cash has a high susceptibility of fraud andfor theft. fest

Likelihood | @y ow

Likelihood Justification tect

Impact & | ow
| = Required Field Mext Cancel



Onspring — Inherent Risk

.Srarccounﬁnofﬁce

28852 X

Agency ID 00001

Agency Name Test Org

Related Risk Question Library 0
Record s
Risk Statement
Key assets are not all recorded at the proper amount, |
Specific Risk Examples  Cash (e.g. credit card, lockbox collections, cash on hand, LGIP, | ounting

records.

Tolerance de minimis

( Inherent Risk @ High \

Inherent Risk Justification

The process has a high inherent risk as cash has a high susceptibility of fraud andfor theft. fest

Likelihood | @y ow

Likelihood Justification tect

Impact & | ow
| = Required Field Mext Cancel



Risk Likelihood Reminders

Likelihood - Level of possibility that a risk will occur:

Without considering the known control activities (internal
controls) actually occurring, analyze how likely the specific
risk would be.

When answering in Onspring, certain factors to
contemplate could be:

= Ease of access to asset

= Liquidity of the asset

"= Manual vs automated processing

= Etc.



Risk Impact Reminders

Impact - Scale of the deficiency that could result
from the risk occurring.

Without considering the known control activities (internal

controls) actually occurring, analyze what the scale of the
specific risk would be.

When answering in Onspring, certain factors to
contemplate could be:

= Size

= Pace

= Duration

= Etc.



Onspring — Risk Likelihood and Impact

Sedact a valus

. IR,
Risk rating ® Lo

list options M
@ Hih

Accounting{Office

Likelihood @ Low

Likelihood Justification test

Previous answers
impact | @ Low from excel templates
will be uploaded...
Update answers to
reflect current state.

Impact Justification test

Response | Acceptance

Risk Justifications are required and allow for free form
entry.



State\Accounting(Office

Risk Response Reminders sr0

Management designs risk responses to respond to
the analyzed risks. Responses could include:

= Acceptance - no action is taken

= Avoidance - action is taken to stop the operational

process (for example, stop allowing cash to be collected offsite or
stop collecting cash at all)

= Reduction - action is taken to reduce the likelihood or

magnitude of the risk (for example, segregate duties, have more
oversight, etc)




Onspring — Risk Response A

Likelihood @ Low

Likelihood Justification test

—_—

Responss | Aoceplance

Selact a valus
Impact @ Low 4 —
Acceptance
Avodance
Impact Justification test Reduction
WA

/

Response Acceptance




Control Activities Reminders

* Actions management establishes through policies and
procedures to achieve objectives and respond to risks
(including fraud risks) in the internal control system

 When answering in Onspring, certain tips to answer
Control Activities Section could be:
= Refer to Statewide Internal Control Guidance — Control
Activities
" Brainstorm with personnel responsible for that specific
risk example

= Review job description or procedures manuals



Control Activities Library

* Onspring contains library listing of standardized
control activities:

* Expected key controls that apply to almost all
Organizations

* Includes controls relating to the accounting systems,
such as Teamworks

» Differ by specific risk example step

* “Mapping” of previous Organization answers to control
activity in library listing

* Organizations will identify if this control activity is
currently in place.




Onspring — Control Activities Library

A

.Srarccounﬁnofﬁce

Control Activity Library

Control
D

RCD25

RCD23

RCD29

RCD13

RCDAT

RCDd4

RCO7

™

P

Control Name t

Accounting System
- Automated
interface between
non-payroll
subsystems and
GLIAP

Accounting System
- Automated
interface betwesen
Payroll and GLIAP

Accounting System
- Automated
interface betwsen
revenus
subsystems and
GLIARP

Accounting System
- Balanced journals
(FSCM in control
number)

Accounting System
- Bafch Processing

Appropriate
Documentation -
Manual eniries

Approval Delegation
of Authority -
Established

Detailed Description

Mon-Payrol (offline vouchers and
spreadsheet journals) fransactions
automatically post to cashfliability accounts
in the accounting system

Payroll transactions automatically post to
cashfliability accounts in the accounting
system (in Teamworks upon release of
labor distribution from HCM)

Transactions automatically post to .
cash/receivable accounts (for example, in
Teamworks from the AR module)

Accounting system reguires balanced entry
for journals.

Routine batch processing is performed by
accounting system that automatically edits
and posts any entries not in valid and
posted status and also produces an error
report. Entries are posted to both the
ledger and sub-ledger.

Manual enfries and adjusiments are
recorded in to the accounting records only
when approved and accompanied by
supporting documentation. (OML entries in
Teamworks)

Delegation of Authority has been establish
to identify personnel responsible for
recording and adjusting item.

Control
Importance

Key

Key

ey

Key

Key

Key

ey

Control
Type

Green
Eook -
Financial
Reporting

Green
Eook -
Financial
Reporting

Financial
Reporting

Green
Book -
Financial
Reporting

Green
Book -
Financial
Reporting

Green
Eook -
Financial
Reporting

Green
Book -
Financial
Reporting

Control
Frequency

Periodically
as Meeded

Periodically
as Meeded

Daily

Daily

Daily

Az Enterad

Periodically
as Meeded

Control
Placement

Prevent

Prevent

Prevent

Prevent

Prevent

Prevent

Prevent

Automation

Automated .:. MNIA

Automated Q Yes
Automated o Yes
Automated Q Mo
Automated | @ No
Manual g Mo
Manual € No



Onspring - Historical Control Mappings Example

My Historical Control Mappings

Related Agency/Org

Historical Controls Documented

* AR: Miscellaneous cash revenue
deposits are received and signed for by
the Supervisor, then passed on to the AR
processor and matched monthly to
receipts entered into the system.
Deposits are compared to the bank
account, daily deposit log and to the
subsidiary accounting report
(AR4T10407). The senior accountants
review the past due reports on a monthly
basis to identify uncollected cash. *
Budaget staff review and approve all
expenses, coding and authorizations
hefore expenses are processed for
payment. A monthly review of postings
are carried out and compared to budget ,
errors are identified and passed to the
relevant supervisor for corrections. A
Finance Clerk, who is independent of the
AP process, reviews AP vouchers daily
against the actual documentation or AP
upload file for discrepancies between
invoices and payments before checks
are sent out. ACH payments are pulled
back if they are paid to the incorrect
person. Addresses, vendor names,
amounts and authorizations are reviewed
hefore the payments are released.

Related Control Library Record
RCD34

Control Name
FReview - Approval of Transactions

Control Description

Management review accounting records
periodically to ensure only authorized
approved entries and adjustments are
being made.

.Srarccounﬁnofﬁce

Related Risk Library Record
2



Onspring — Control Activities Library Example

Control Activity Library

/ | RCD23
/ | RCD29
/ | RCD13
/| RCD17
/| RCD4
/| RCD7

focounting System
- Automated
interface between
non-payroll
subsystems and
GLIAP

Accounting System
- Automated
interface betwesen
Payroll and GLIAP

Accounting System
- Automated
interface betwsen
revenus
subsystems and
GLIARP

Accounting System
- Balanced journals
(FSCM in control
number)

Accounting System
- Bafch Processing

Appropriate
Documentation -
Manual eniries

Approval Delegation
of Authority -
Established

Control Control Control Control Automation
Importance Type Frequency Placement
Mon-Payroll (offline vouchers and Key Green Periodically | Prevent Automated
spreadsheet journals) fransactions Book - as Meeded
automatically post to cashfliability accounts Financial
in the accounting system Reporting
FPayroll transactions automatically post to Key Green Periodically = Prevent Automated Q Yes
cashfliability accounts in the accounting Book - as Needed
system (in Teamworks upon release of Financial
labor distribution from HCM) Reporting
Transactions automatically post to ey Seayent Automate Q Yeo
cashireceivable accounts (for example, in
Teamworks from the AR module)

“Control Utilized?”
answers will be
entered based on
historical mapping
.....Update answers
to reflect current

Accounting system reguires balanced entry
for journals.

Routine batch processing is performed by
accounting system that automatically edits
and posts any entries not in valid and
posted status and also produces an error
report. Entries are posted to both the
ledger and sub-ledger.

Manual enfries and adjusiments are
recorded in to the accounting records only
when approved and accompanied by
supporting documentation. (OML entries in
Teamworks)

Delegation of Authority has been establish
to identify personnel responsible for
recording and adjusting item.

Book- | as Needed
Financial

Reporting




Onspring — Control Activities Library Example A

State\Accounting(Office

# | RCD7 | Approval Delegation | Delegation of Authority has been establish | Key Green Periodically | Prevent Manual Q Mo
of Authority - to identify personnel responsible for Book - as Meeded
Established recording and adjusting item. Financial
Reporting
* | RCD& Q Mo

F 4 Approval of Entries are approved consistent with ey Green As Entered | Prevent IManual
Transactions Delegation of Authority prior to entry into Book -
accounting records, including opening of Financial
new bank accounts. Reporting
# | RCD9 | Bank Reconciliation | Reconciliations between bank and Key Green Monthly Detect Manual € No
accounting record balances are performed Eook -
accurately and timely (at least 30 days of Financial
month end). Reporting
# | ALL2 Cross-Training Cross-training of staff to ensure there is Key Green Periodically | Prevent Manual € Mo
backup for critical departmental functions. Book - as Meeded
Financial
Feporting,
Standard

4 4 (12 ¥k 1-10 X 19 items



Onspring — Control Activities Library Example o »q

This box opens for editing
“Control Utilized?” answers.

153187

Control ID  RCD25
Control Name  Accounting System - Automated interface between non-payroll subsystems and GL/AP
Detailed Description Non-Payroll {offine vouchers and spreadsheet journals) transactions automatically post to cash/liability accounts in the accounting system
Control Importance  Key
Control Type Green Book - Financial Reporting
Control Frequency  Periodically as Needed
Control Placement  Prevent
Automation  Automated
Control Utilized? |© €3 No

O @ Yes
® @& NA

Update answer as necessary

| = Requirad Field Mext Cancel

N/A intended to be used only for items not applicable to Organization, such as:

* N/A for control activities relating to Inventory as your Organization has no
inventory.

* N/A for control activities relating to year-end forms that your Organization is not
required to complete.

* Etc.



Onspring — Control Activities Library Example

.Srarccounﬁnofﬁce

153187 (X

Control ID RCD25
Control Name Accounting System - Automated interface between non-payroll subsystems and GL/AP

Detailed Description Mon-Payroll (offline vouchers and spreadsheet journals) transactions automatically post to cash/liability accounts in the accounting system

Confrol Importance Key
Control Type Green Book - Financial Reporting
Control Frequency FPerindically as Needed
Control Placement  Prevent
Automation  Automated
Control Utilized? € No

o @ Yes
& NA

| = Required Field Save and Next Save Cancel




Control Activities Library

But what if my control activity is not exactly the same
as the one in the control activities library listing

e That is ok.....

" For example, the standardized control in the library
listing states: “Reconciliations between bank and
accounting record balances are performed accurately
and timely (at least 30 days of month end).”

= But your organization does them every two weeks

It would be ok to still select that as your
control activity relating to reconciliations.



Control Activities Example - Expenditures

Control Activity
(per Organization RA/CA template)

Segregation of duties exists:
different staff create requisitions,
generate purchase orders, approve
expenditures, enters invoice and
mail out checks.

e,
SRy

State\Accounting(Office

Standard Control Activity
(from software library listing)

Different staff create requisitions,
generate purchase orders, approve
expenditures, enters invoice and
mail out checks. (segregation of
duties)

All expenses are entered and
approved by program staff. Then
expenses are reviewed and
approved by budget staff, and if tied
to a PO, by procurement staff,
before being processed by AP staff.

Entries are approved consistent with
Delegation of Authority (such as to
evidence that goods/services were
received, etc.) prior to entry into
accounting records.




Control Activities Example - Expenditures 10

Control Activity
(per Organization RA/CA template)

Finance staff follow guidance and
comply with SAO policies and
procedures for allowable expenses
and refer to the state chart of
accounts for coding of expenditures.

State\Accounting(Office

Standard Control Activity
(from software library listing)

Staff review accounting standards
and guidance from SAO when
recording entries and adjustments.
(ensures proper measurability, etc.)

The Accounting Director reviews the
Trial Balance by Fund (44P) monthly
for mispostings.

Management reviews accounting
records periodically to ensure only
authorized approved entries and
adjustments are being made.




Onspring — Control Activities Details

Details of Organization
specific control activities will
be included here.

Control Activity Details

Oetalls of Contral Activities will be included here.

Previous answers

from excel templates
will be uploaded...
Update answers to

reflect current state.




Residual Risk Reminders gh?

State\Accounting(Office

Residual Risk — Risk that remains after management’s
response to inherent risk

Considering known control activities (internal controls)
actually occurring, analyze the level of the remaining risk for
each of the specific risk examples.

When answering in Onspring, certain factors to contemplate,
especially if a key control is missing:

" |s there some sort of mitigating control activity in place
OR

= There should be a plan to close that gap (by implementing the
missing control activity)



Onspring — Residual Risk

Selact a valua

M
Risk rating : ™

list options —_—
@ High
Residual Risk ® Low

S lon gl el Due to sufficient mitigating controls being in place

Updated By

Previous answers

Updated Date  3/20/2020 1:54 PM

from excel templates -
W|” be uploaded'" | Previous Save and MNext || Save || Cancel
Update answers to

reflect current state.

lired Field

Risk Justifications are required and allow for free
form entry.



Onspring Reporting




= Viewing: Agency Reporting

Heat Map - Agency View

Risk Management

Risk Assessments and Control Activities

orts Content

=
& Medium 2
=
£ Low 1 1
=]
N/A 1
Mi& Low Medium High
Impact
® | Y
1 4 ] 12 16
Assessing Organization/Agency Risk Statement® Related Risk Question Library... Specific Risk Examples® glmpacl t Likelinood Residual Risk t
# | 00001 Key assets are not all recorded at | 3 Recording - Cash (e.g. credit card, | @@ High @ High @ High
the proper amount, in the proper lockbox collections, cash on hand,
fund, in the proper account code LGIF, investments, etc.) that is not
or in the proper basis of valid (such as cash that does not
accounting. exist) is recorded in the
accounting records.
# | 00001 Key assets are not all recordedat | 5 Recording - Receivables are not @ High @ High ® Low
the proper amount, in the proper all included in the accounting
fund, in the proper account code records.
orin the proper basis of
accounting.
# | 00001 Key assets are not all recorded at | & Fecording - Receivables are not @ High @ High ® Low
recorded at the correct amounts in

the proper amount, in the proper
fund, in the proper account code

the accounting records.

1-10 of 10 items



= Viewing: Agency Reporting

Onspring Heat Map — Likelihood and Impact

Heat Map - Agency View

Risk Management

Risk Assessments and Control Activities

=
& Medium 2
=
z Low 1
=
Medium High
Impact
—0
& 12 16
Assessing Organization/Agency Risk Statement® Specific Risk Examples® glmpacl 1 Likelinood Residual Risk t
# | 00001 Key assets are not all recorded at | 3 Recording - Cash (e.g. credit card, | @@ High @ High @ High
the proper amount, in the proper lockbox collections, cash on hand
fund, in the proper account code LGIF, investments, etc.) that is not
or in the proper basis of valid (such as cash that does not
accounting. exist) is recorded in the
accounting records.
# | 00001 Key assets are not all recordedat | 5 Recording - Receivables are not @ High @ High ® Low
the proper amount, in the proper all included in the accounting
fund, in the proper account code records.
orin the proper basis of
accounting.
# | 00001 Key assets are not all recorded at | & Fecording - Receivables are not @ High @ High ® Low

the proper amount, in the proper
fund, in the proper account code

recorded at the correct amounts in
the accounting records

1-10 of 10 items



Residual Risk - Agency View

£
3
=]
L]
=
=
e
o
&

@

Related Risk Question...

Key assets are not all
recorded at the proper
amount, in the proper
fund, in the proper
account code or in the

Information provided on
year end forms does not
agree with accounting
records and/or supporting

Key assets are not all

Residual Risk

Specific Risk Examples™  Inherent Risk

Recording - Cash (e.q. @ High
credit card, lockbox

collections, cash on hand,

LGIF investments, atc)

that is not valid (such as

cash that does not exist)

is recorded in the

accounting records.

Reporting - Investment
Form: - appropriaie
research not done to
include all needed items

Recording - Cash (e.g. @ High



Residual Risk - Agency View

Record Count

10

3

Agency ID
00001

00001

00001

Onspring Residual Risk Graph

Risk Statement®

Key assets are not all
recorded at the proper
amount, in the proper
fund, in the proper
account code or in the
proper basis of
accounting.

Information provided on 83
year end forms does not

agree with accounting

records and/or supporting
documentation.

Key assets are not all 2

Can click on graph to “drill

down” in to details.

Residual Risk

Inherent Risk

0 @ High
credit carg

collectionf &sh on hand,

LGIP. inv#Stments, etc)

that is not valid (such as

cash that does not exist)

is recorded in the
accounting records.

Reporting - Investment
Form: - appropriate
research not done to
include all needed items

Recording - Cash (e.g. @ High

Likelihood

@ High

@ A

® Low

Impact

@ High

® Low

@ Low

High

Response
Acceptance

Acceptance

Acceptance

Residual Risk T

@ High -

® Low

® Low e
1 - 10 of 10 items



Onspring — Other Report Options

Most every Onspring page has
option to export to excel or
print the information.

Report Actions
pial - BN G

d




Example - Excel export of Heat Map ﬁ

High
s 2
=
-
-,
&=
=
]
-
]
il 1 1
1 1
A Low Mediu High
Impasct

sing .
Organ Impac Likeli AEEL

Risk Statement” Specific Risk Ezamples” TE]|

Risk

izatio t hood

0o0a1 | Key assets are not all recorded at the proper amount, inthe pr 3 ] Recording - Cash [e.q. credit card, lockbo collections, cash i High High High
0a001 | Key assets are not all recorded at the proper amount, inthe pr 5 Fecording - Receivables are not all included in the aceounting High High Liow
0o001 | Key assets are not all recorded at the proper amount, inthe pr & Fiecording - Receivables are not recorded at the correct amo High High Liow



Example - Excel export of Specific Risk Example Steps A

.Srarccounﬁnofﬁce

Related
Risk
Agency Name Question Specific Risk Examples®
Library
Record

Inherent Likelihoo Residual Updated

o Updated Dat
Risk d TP Risk By et

00001 -Test Org '2 Recording - Cash (e.g. credit card, lockbox collections, cash on hand, High Low Low Low 3/20/2020 1:54 PM
00001 Test Org 3 Recording - Cash (e.g. credit card, lockbox collections, cash on hand, High High High High 3/11/2020 2:59 PM
00001 Test Org 71 Recording - Cash (e.g. credit card, lockbox collections, cash on hand, Medium  Low Medium  Low 3/11/2020 2:59 PM
00001 Test Org 5 Recording - Receivables are not all included in the accounting recorc High High High Low 3/12/2020 7:18 AM
00001 Test Org s Recording - Receivables are not recorded at the correct amounts in t High High High Low 3/12/2020 7:18 AM
00001 Test Org ki Recording - Receivables that are not valid (such as receivables that 2 High High High Low 3/12/2020 7:18 AM
00001 Test Org 8 Recording - Receivables are not recorded in the correct chartfields ir High High High Low 3/12/2020 7:18 AM
00001 Test Org [ Recording - Receivables, by fund type, are not recorded in accordan Medium 3/11/2020 2:59 PM
00001 Test Org "0 Recording - Inventory is not all included in the accounting records.  High Medium Medium Low 3/11/2020 2:53 PM
00001 Test Org 11 Recording - Inventory is not recorded at the correct amounts in the : High Medium Medium Low 3/11/2020 2:53 PM
:U-Dﬂ-ﬂ-l Test Org :12 Recording - Inventory that is not valid is included in the accounting records (such as amounts are included that do not phys 3/11/2020 2:53 PM



Where to Find Information

The Green Book is available on GAO’ s website at:
www.gao.gov/greenbook

SAQO’s website:

https://sao.georgia.gov/policies-and-procedures/internal-
controls

My Contact Information:
Rachael.Krizanek@sao.ga.gov

Compliance@sao.ga.gov
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