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Section 1: Permissions

An agency administrator may or may not have the correct permissions to use this feature. The
administrator may have limited permissions, for example, he/she can affect only certain groups
and/or use only certain options (view but not create or edit).

If an agency administrator needs to use this feature and does not have the proper permissions,
he/she should contact the TTE Global Administrator.

Also, the administrator should be aware that some of the tasks described in this guide can be
completed only by Concur. In this case, the client must initiate a service request with TTE
Global Administrator.

Section 2: Overview

The user administration section of Company Administration is used by Travel, Expense, and
Request administrators to modify user profiles. The user administration page contains the fields
used on the Employee Profile form in Expense and/or the Travel Preferences fields from Travel.
The fields displayed will vary depending on the user role selected for the new user.

NOTE: The User administrator can be restricted from editing his/her own user profile. To enable
this setting, contact TTE Global Administrator to have the appropriate module property
updated.

The User Permissions functionality allows administrators to assign Travel, Expense, and Request
user roles. This feature is available to users with the Role Administrator Expense role or
Permissions Administrator role.

User Administration in Travel, Expense, and Request

Administering users can now be controlled by the type of user, allowing for administrators that
can access only Travel users, and administrators that can access only Expense, or Request
users.

NOTE: This feature does not prevent the client from administrating all types of users at one
time under a single role; instead this feature provides an additional method of dividing
the responsibility of administering users.

User Administration Related Roles and Access

The user assigned the Employee Administrator role has access to the User Administration
menu and access to the Expense and Request-related users and functions:

Expense/ Request user search

Expense/ Request User role check boxes*

Expense/ Request Approver role check boxes™*

Expense/ Request Settings

Primary fields on the user details page

Can view users from their assigned employee groups and employee group configurations
when using the Expense Advanced Filters
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e Can view and optionally edit and register a car on behalf of a user
e Can be restricted to read-only access for auditing purposes

* Check boxes can be removed from display to prevent assignment by the role — refer to
Suppressing Assignment of Roles Using Role Check Boxes in User Details in this
document for more information.

The user assigned the User Administration role has access to the User Administration menu
and access to the Travel-related functions:

Travel user search

Travel Wizard User role check box

Travel Settings

Primary fields on the user details page

Can view users from all groups unless the Divisional View setting restricts them to only
employees in groups they are a member of

e Can be restricted to read-only access for auditing purposes

TIP: Provide both the Employee Administrator and the User Administration roles for
administrators that need access to Travel, Expense, and Request users.

NOTE: Role Hierarchy- The various user administration roles have greater and lesser
amounts of control over user accounts. If a user is assigned more than one user
administration role, the role with the highest amount of control determines the user's access,
and the lower roles are not applied.

The user administration role hierarchy, from greatest control to least, is:

User Administration/Employee Administrator

Employee Maintenance

User Admin (read only)/Employee Administrator (Read only)
Password Administrator

PONPE

Role Assignment: Access and Related Product Assignments

When assigning either the Role Administrator or Permissions Administrator roles, keep in mind
the following logic used by the system to assign the role within other modules as well.

e Role Administrator: A user with the Role Administrator role has access to the User
Permissions menu and access to the Expense, Request, and Reporting tabs.

¢ ASSIGN: Assign from the Expense, or Request tab. Assigns Role Administrator to
the specified user, and additionally assigns the Permissions Administrator role under
Travel.

+ REMOVE: Remove from the Expense, or Request tab; removes the role from all
excepting the Permissions Administrator role under Travel.

¢ Permissions Administrator: A user with the Permissions Administrator role has access
to the User Permissions menu and access to the Travel tab.

¢+ ASSIGN: Assign from the Travel tab. Assigns Permissions Administrator to the
specified user, Travel only.

¢+ REMOVE: Remove from the Travel tab. Removes Permissions Administrator from
the specified user, Travel only.
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TIP: Provide both the Employee Administrator and the User Administration roles for
administrators that need access to Travel, Expense, and Request users.

Segregating the User Administration Duties

Best Practice for user security is to segregate the duties for:

Creating users

Assigning roles to users

Maintaining user roles and preferences
Auditing records under read-only roles

IMPORTANT: An administrator should not be able to create a user and assign the extended
user roles. The basic user roles (Expense User, Invoice User, etc.) canbeassignedonthe user
details page by the Employee/User Administrator.

These roles allow segregation of these duties:

e Employee Administrator/User Admin: Provides access to the User Administration
function. The user can assign only the basic user roles (Expense User, Travel User),
using the check boxes in the user details page that appears when you open a user for
administration.

TIP: You can have these check boxes removed from display, preventing assignment of
these roles — see Suppressing Assignment of Roles Using Role Check Boxes in User
Details in this document for more information.

¢ Role Administrator/Permission Admin: Provides access to the User Permissions
function.

e User Maintenance/Employee Maintenance (Travel and all else, respectively):
Provides access to the User Permissions function, but without the ability to create a new
user account.

Two Frameworks for User Permissions
How user permissions are named and managed depends on the module:

e Permissions: Travel related roles are called permissions and are managed from the
Travel tab in the user permissions section.

e Roles: Expense, Concur Insight (formerly Analysis/Intelligence), and Request-related
roles are called roles and are managed from the Expense, Request, Reporting tabs in
the user permissions section.

Suppressing Assignment of Roles Using Role Check Boxes in User Details

The user assignment check boxes can be removed from display to allow tighter security control
of role assignment, preventing a scenario where approval of a substantial amount via a
purchase order or expense is granted by way of role assignment with intent to defraud.

The feature works by suppressing the display of the check boxes. To do this, contact the TTE
Global Administrator requesting that the Allow User Admin to Add/Update Expense Roles
Console (HMC) setting be set to No.
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Save and New Cancel

Travel Wizard User Reguest User

Request Approver Expense User
Expense Approver
Invoice User Invoice Approver

D Company Bill Statement User

|:| Authorized Support Contact

If the feature is set to Yes, the
checkboxes appear on the User
Details page. If the feature is set to
No, the checkboxes do not appear.

D Company Bill Statement Approver

General Settings

(must be suffixed with & valid domain)
PatDavis@RandemVerbs.com

Title First Name* hiddle Name

D Pat R

Account Activation Date
02252014

Employee ID
(required for Expense, Invoice or Request User)

PatDavis

Mobile Settings

D Remote wipe mobile device

Non-Employee Settings

MNon-Employee User Type (leave blank for StafflEmployees)* Sponsor Name*

Make User an Employee

CTE Login Mame* Password*
(Blank to leave unchanged)

Verify Password*®

Nickname Last Name* Suffix
Davis

Account Termination Date

Email Address
PatDavis@randomverbs.com

Change Picture

Sponsorship Start Date* Sponsorship End Date*
Edit

Two Methods of Managing Roles in User Permissions

Roles can be managed by two different methods:

e By User Name: The administrator searches for the desired user, then selects the user

and the roles to assign.

e By Role: The administrator searches for the desired role, then selects the users to

assign the role to.

The interface in the user permissions section changes depending on the method selected.
However, it always contains the following elements:

Method selection box
Search area
User/Role selection box

Group area

Dual lists of roles or users

The Password Manager Roles

Some clients need a user role that can update user passwords but does not have other user
administration access. To answer this need, two standard roles are available, both called
Password Manager. One role is available to clients with Travel, and one is available to clients

with Expense/ Request.

Clients with Travel and either Expense/Request can choose how to limit access to users by

assigning one or both roles:
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e The role on the Travel tab in the user permissions section will grant access to the users
with the Travel feature enabled. If the Travel settings are set to use Divisional Access,
the user will only be able to view and update users in their divisions.

e The role on the Expense or Request tab in the user permissions section will grant
access to the users with Expense or Request enabled. The administrator can select the
Expense groups (Request uses Expense groups) the user has access to when assigning
the role.

e If both roles are assigned, the user will be able to view and update users that match
their Travel divisional access (if enabled) and selected Expense group (Request uses
Expense groups).

NOTE: The users with Travel and either Expense and Request have one password for all
applications. When any of the Password Manager roles changes a password, it changes
for all applications.

Users with these roles will see the Password Manager link on the Company Administrator
page. These roles have the following access in Password Manager:

e User search functionality found in the user administration section

e Modify access to the Password fields on the user details page

e Read-only access to the Title, First Name, Middle Name, Nickname, Last Name, Suffix,
and Email fields on the user details page

All other fields on the user details page are hidden.

Suppressing Access to the Password Function

A module property is available that can prevent any password changes within Concur. If the
property setting is ON, all password fields in Company Admin (User Administration or Password
Administrator) become non-editable (deactivated):

Company Admin

Approval Queues
Billing Administrator
Company Locations
Org Unit Admin
Report Admin
Text Customization
(_Password Administrator )
Manage Custom Fields
Directory Server Admin
Company Settings
Share Custom Fields
Login URL Manager

User Administration

User Administration

Add User
Self-Registration Setup
Self-Registration Approval
Send Mobile Instructions
User Permissions
Company Groups
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When a new user is added via the import the system provides a password (last 4 digits of their
Social Security number) that must be changed when they first access the system.

Section 3: Available Permissions and Roles

The following lists contain the available permissions and roles for Expense, Travel, and Concur
Insight (formerly Analysis/Intelligence). The roles are separated into tables based on the tabs

in User Permissions.

Travel Tab

None of the Travel permissions are assigned along with a group.

Travel Tab

Permission

Employee Maintenance

Description

The user assigned this role can manage employees, including
assigning roles, delegates, and preferences. However, they
cannot create a new user account.

Refer to the User Administration in Travel, Expense, and
Request section of this guide for more information about
assigning roles.

Concur TripLink User

The user assigned this role can use TripLink, if that service is
used by the company.

Password Manager

The user assigned this role can update passwords for Travel
users.

User will have read only access to the following fields on the
user details page in User Administration: Title, First Name,
Middle Name, Nickname, Last Name, Suffix, and Email.

Preventing Access: A module property is available to restrict
this role from changing passwords - contact Concur directly to
have the Password Access Restriction feature activated.

NOTE: The users with Travel and Expense have one password
for all applications. When any of the Password Manager roles
changes a password, it changes for all applications.

Permission
Administrator

The user assigned this role can access the User Permissions
menu and the Travel tab.

NOTE: This role is automatically assigned when the Role
Administrator role is assigned via Expense and Request.

Profile User

The user assigned this role can update his/her profile only and
not have access to the Travel booking wizard.

NOTE: When a site is created, the 'ALL' group is automatically
added to the Travel Wizard User permission. You must
manually remove the 'ALL"' group from this permission if you
do not want travelers to have access to update both their
profile and make a reservation.

Make sure the Project team has access to the booking wizard
for testing purposes by creating another Group for that team,
and granting the appropriate permissions.
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Travel Tab

Permission

Report User

Description

The user assigned this role can view reports.

You must assign this permission in order for users to view
company reports; however, you must also assign individual
reports in the Report Admin.

Refer to the Concur Travel: Company Administration User
Guide for more information on reports and report access.

You can assign this permission by itself.

Travel Wizard User

The user assigned this role can access to the Travel profile and
Booking Wizard to make online reservations.

This permission is automatically assigned to ALL (group).

Ul Preview

The user assigned this role can preview the enhanced user
interface.

User Administration

The user assigned this role can modify Travel users.
Assigning this permission provides access to:

e Add User

e User Import

o Self-Registration Setup

User Admin (Read
Only)

The user assigned this role can view but not modify and add
Travel users.

Expense Tab

Expense Tab
Role

Attendee Administrator

Product Area

Description

The user assigned this role can view, modify,
and activate or inactivate any attendee
record in the system.

Expense

Group-aware: When assigning this role, one
or more groups must be selected.

Attendee Administrator
(Read only)

The user assigned to this role is considered a
read-only auditor. The user can access and
view but not modify and activate or
inactivate an attendee record in the system.

Expense

Group-aware: When assigning this role, one
or more groups must be selected.

Authorized Approver

This is special approver role, which is not
assigned the same way as other roles.

Expense

Concur Mobile User

Do not use; is not associated with
Concur's mobile app.
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Expense Tab

Role Description Product Area
Employee The user assigned this role can add and Shared with
Administrator manage employees, including assigning roles, | two or more
delegates, and preferences. Concur
products

The user can only assign the basic user roles
(Expense User, Travel User), using the check
boxes on the User Details page. They may
also view and optionally edit and register cars
on behalf of a user.

Group-aware: When assigning this role, one
or more groups must be selected.

Refer to the User Administration in
Travel, Expense and Request section of
this guide for more information about
assigning roles.

B

Refer to Expense: Car Configuration
Setup Guide for information about
configuration and managing cars for the
user.

Employee The user assigned to this role is considered a | Shared with
Administrator (Read read-only auditor. The user can view but not | two or more
Only) add or edit employee records. Concur

Group-aware: When assigning this role, one products

or more groups must be selected.

Refer to the User Administration in
Travel, Expense and Request section of
this guide for more information about
assigning roles.

Employee Maintenance | The user assigned this role can manage Shared with
employees, including assigning roles, two or more
delegates, and preferences. However, they Concur
cannot create a new user account. products

Group-aware: When assigning this role, one
or more groups must be selected.

Refer to the User Administration in
Travel, Expense and Request section of
this guide for more information about
assigning roles.

Expense Approver The user assigned this role can approve Expense
expense reports within an assigned group.

NOTE: This approver is also automatically
assigned as the Travel Approver if the
employee is a Travel user.

Expense Cash Advance | The user assigned this role can view, issue, Expense
Administrator and manage cash advance requests.

Group-aware: When assigning this role, one
or more groups must be selected.
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Expense Tab

Role Description Product Area ‘
Expense Processor The user assigned this role: Expense
e Can view and update expense reports
within Expense Processor
e Cannot delete expense reports
The Access for Processor field limits the
reports the processor can view to these
options:
e Display all reports excluding returned
reports
o Display all reports including returned
reports
o Display only reports pending processor
step and beyond
Group-aware: When assigning this role, one
or more groups must be selected.
NOTE: The user should only be assigned one
of the Expense Processor roles. If the user is
assigned multiple Expense Processor roles,
the role with the greatest level of access will
be applied. The levels of access, from highest
to lowest, are:
1. Expense Processor Manager
2. Expense Processor
3. Expense Processor (Audit)
Expense Processor The user assigned this role: Expense
e Can view expense reports within Expense
(Audit) c t thin E
Processor
e Cannot update or delete expense reports
Group-aware: When assigning this role, one
or more groups must be selected.
NOTE: The user should only be assigned one
of the Expense Processor roles. If the user is
assigned multiple Expense Processor roles,
the role with the greatest level of access will
be applied. The levels of access, from highest
to lowest, are:
1. Expense Processor Manager
2. Expense Processor
3. Expense Processor (Audit)

12| Page

TeamWorks Travel & Expense

Shared User Administration

Version Date:

06/06/2017




Expense Tab
Role

Expense Processor
Manager

Description

The user assigned this role can view, update,
and delete expense reports within Expense
Processor.

The Access for Processor field limits the

reports the processor can view to these

options:

o Display all reports excluding returned
reports

o Display all reports including returned
reports

o Display only reports pending processor
step and beyond

Group-aware: When assigning this role, one
or more groups must be selected.

NOTE: The user should only be assigned one
of the Expense Processor roles. If the user is
assigned multiple Expense Processor roles,
the role with the greatest level of access will
be applied. The levels of access, from highest
to lowest, are:

1. Expense Processor Manager
2. Expense Processor
3. Expense Processor (Audit)

Product Area

Expense

Expense Proxy Logon

The user assigned this role can log on to
Expense and act as a proxy user for other
employees within an assigned group.

Group-aware: When assigning this role, one
or more groups must be selected.

Expense

Expense User

The user assigned this role can create and
submit expense reports and cash advances if
those features are used by the user's
company.

Expense
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Expense Tab

Role Description Product Area ‘
Password Manager The user assigned this role can update Shared with
passwords for Expense users. two or more
User will have read only access to the Concur
following fields on the User Details page in products
User Administration: Title, First Name, Middle
Name, Nickname, Last Name, Suffix, and
Email.
Preventing Access: A module property is
available to restrict this role from changing
passwords - contact Concur directly to have
the Password Access Restriction feature
activated.
NOTES:
e The users with Expense and Travel have
one password for all applications. When
any of the Password Manager roles
changes a password, it changes for all
applications.
e Group-aware: When assigning this role,
one or more groups must be selected.
Role Administrator A user assigned this role is granted access to | Shared with
the Expense and Request tabs through two or more
User Permissions. Concur
Group-aware: When assigning this role, one products
or more groups must be selected.
Refer to the User Administration in
Travel, Expense, and Request section of
this guide for more information.
Travel and Expense The user assigned this role can access Shared with
User Concur. The user requires an additional role two or more
(Expense User, Travel User, etc.) to access Concur
Concur's products. products
Ul Preview The user assigned this role can preview the Shared with
enhanced user interface. two or more
Concur
products
Web Services The user assigned this role can register or Concur
Administrator enable a partner application to access the Connect

Concur web services.

Refer to
http://www.developer.concur.com for
more information.

Request Tab

Request Tab

There are several other roles available on the Request tab that are shared with other
Concur products. For a definition of each, refer to the Expense roles.
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http://www.developer.concur.com/

Role

Request Administrator

Description

This is one of the Request processor roles.

The user assigned this role can view and fully manage virtually
all requests.

Group-aware: When assigning this role, one or more groups
must be selected.

Request Approver

The user assigned this role can approve requests within his/her
assigned group.

Request Auditor

This is one of the Request processor roles.

This is a read-only role. The Concur client can assign this role
to TMCs, to its own internal travel agent(s), or to any other
user that needs read-only access to requests.

Group-aware: When assigning this role, one or more groups
must be selected.

Request Proxy Logon

The user assigned this role can log on to Request and act as a
proxy user for other employees within an assigned group.

Group-aware: When assigning this role, one or more groups
must be selected.

Request User

The user assigned this role can create and submit requests.

Reporting Tab

Reporting Tab
Role

Cognos Business Author

Description

The user assigned this role:

¢ Can use Concur Insight (formerly Analysis/Intelligence) to
view data for reports submitted at all hierarchical levels
within their assigned groups (as well as any data not
group-related)

e Are assigned the Business license type, which restricts
the features to which they have access

¢ Can:
¢+ Run existing reports

+ Create new reports or modify existing basic reports
using the basic tool — Query Studio

Group-aware: When assigning this role, one or more groups
must be selected.

Cognos Consumer

The user assigned this role:

e Can use Concur Insight (formerly Analysis/Intelligence) to
view data for reports submitted at all hierarchical levels
within their assigned groups (as well as any data not
group-related)

¢ Are assigned the Consumer license type, which further
restricts the features to which they have access

¢ Can run existing reports, with read-only access

Group-aware: When assigning this role, one or more groups
must be selected.
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Reporting Tab

Role Description
Dashboard User The user assigned this role can view the Best Practices
Dashboard.

NOTE: This role is not associated with any of the Concur
Insight (formerly Analysis/Intelligence) roles.

Section 4: User Administration Page

This feature requires the User Administrator employee role.

Before You Begin

Before using the user administration section, the Employee Profile form must be configured.

Accessing User Admin
1. Click Administration > Company > Company Admin.

2. Click User Administration (left menu).

CONCUR e e Reporting

Company - Reguest Travel - Expense Inwoice

Company Admin Home

User Administration

Compaﬂy Admin [+] Add MNew User  Import Users
Approval Queues Show Fiters
Billing Administrator ]
. Filters
Company Locations
Org Unit Admin @)Uise Travel Advanced Fiters () Use Expense Advanced Fiters

Report Admin Wanager Org. Uit Lacation

Text Customization Al Managers B Al B All Locations B

Password Administrator
Manage Custarn Fields
Directory Server Admin User Status  Max Results

Cormpany Settings Active 25
Share Custorn Fields B B

Search Text Search Wihat
Login URL Manager
Narme, Email, Log-in B
User Administration
User Administration O, 357
Add User Login ID [¥] Manager [¥] Org. Unit[¥] Job Tile

Self-Registration Setup
Self-Registration Approval

Send Mabile Instructions

User Permissions AB|C D/E|F G H|TI I K| L M N O P|lQ|R|S | T|U|¥ W = ¥|Z
Company Groups

Travel Administration

Corporate Ghost Cards

Administration » | Help »

Profile ~ &

User List for company: Randomverbs.com

Please search for an employee. You can click o a letter to find all employees with that |ast name,
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Searching for Existing Users

The User administrator can search for existing Travel or Expense users. Users with access to

both applications will appear in either search.

Searching for Employees Without Managers

The Managers field in the search options is used to find employees that do not have a

manager/approver assigned.

e When Expense Advanced Filters is selected, the No Manager option in the

Managers field will cause users who meet all the other search criteria and do not have

an Expense manager/approver to display.

e When Travel Advanced Filters is selected, the No Manager option in the Managers
field will cause users who meet all the other search criteria and do not have a Travel

manager/approver to display.

e Select the All Managers option in the Managers field to display users regardless of

whether they have a manager assigned.

Searching for Test Users

The Expense Test Users field in the search options is used to include or exclude employees of
type Test User if any users of this type exist in the system (that is, it will not appear is the

system does not detect one or more Test Users).

e All Users: The filter is ignored, and all test users are returned.

e Exclude Test Users: Return the search results without including any Test Users.

e Only Test Users: Include only Test Users in the results of the search.

> To search for Expense users:

1. On the user administration page, select (enable) the Show Filters check box to view

the search fields.

User Administration

[+] Add Mew User  Import Users

Filters

@ Uze Travel Advanced Fiters Uze Expenze Advanced Fiters

Marager: Org. Unit: Location

All Managers Bm All B All Locations B

Uszer Status ldax Results
Arctive B 248

Search Text Search What

Marme, Email, Log-in
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2. Select Use Expense Advanced Filters.

Filters

@i lze Expense Advanced Firt@

1z Travel Advanced Fiter

Manager: Emploves Group Configurstion:  Expense Test Users
Al Mansgers Al Users | Can Access a0l Users

Uszer Status Max Results
Active B 25 B

Search Text Search st

Mame, Email, Log-in

=]

=]

NOTE: The Expense Employee Administrator role is required to see the Expense search

filters.

3. Enter the search criteria.

4. Select (enable) the check boxes next to the desired columns to display.

Columns To Display

Login 1T Manager Employes Group Configuration Etmail Employee [T

5. Click Search.

» To search for Travel users:

6. On the user administration page, select (enable) the Show Filters check box to view

the search fields.

User Administration

[+] Add Mew User  Import Users

Shovy Fitters

Filters

@) Use Travel Advanced Fiters () Use Expense Advanced Fiters

Location

Izl Al Locations EI

Manager: Org. Unit:

All Managers EI m Al

User Status iz Results
Active E| 3 E|
Search Text Search Yhat

Mame, Email, Lag-in

7. Select Use Travel Advanced Filters.
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Filters

Org. Unit:

@se Trawvel Advanced F@ “Ilse Expense Advanced Fiters

Lacation

hanager:

Al Managers B m All

Uzer Status hax Results
Active E' 23 E'
Search Text Search What

E' All Locations E'

Mame, Email, Log-in

8. Enter the search criteria.

9. Select (enable) the check boxes next to the desired columns to display.

Columns To Display

Login ID r.1ﬂnﬂger Org. Un'rtut:-T'rtIe

10. Click Search.

Adding New Users

New users are added via the HCM import process. Administrators cannot add new employees.

Modifying Existing Users

Update General Information

P To update general information:

1. On the user administration page, locate the desired user.

Last a [First

Detta, Dawn

Job Title

Org. Unit

Login ID
PatDavis@Randomyerbs com

ddErancomverkbs com

Manager
Brown, Terry

Browen, Terry

3 Records Found  Get All
PROFILE
&
&

2. Review the
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Save and hew

<

V| TravelwWizard User Recuest Lser

<

V| Request Spprover Expenze User

V| Expenze Spprover Authorized Support Contact

<

V| Inwoice User Invoice Approver

Company Bill Statemert User Company Bill Statement Approver

General Settings

CTE Login Mame* Paszword® Werify Password®
(st be suffixed with & valid domain) (Blank to Jeave dnchanged)

PatDavis@Randomyerbs com

Tile: First Mame* Miclclle Marme: Micknatme: Last Mame* Sutfix
B Pt R Diarviz

Account Activation Date Account Termination Date

0272572014

Employee D Email Address

(required for Expense, nvaice or Request User] PatDavis@randomyerhs com

PatDavis LChange Picture

NOTE: The role check boxes (Expense User, Expense Approver, etc.) may be hidden to
prevent assignment by the administrator — consult your TTE Global Administrator
for more information.

Update Mobile Settings
» To update mobile settings:

While editing user information, the Mobile Settings section may appear.

Mobile Settings

Femote wipe mokile device

Select the check box as appropriate.

Note the following:

e The Remote wipe mobile device check box (in the Mobile Settings section) appears
only for users who have completed the Mobile Registration page (entered a PIN).

o If an administrator selects this check box, the user's PIN is set to null (blank). The next
time the user tries to log in, all cached device data is cleared.

e This flag will also be set automatically by the system if the user enters the wrong PIN
five times. Consecutive failed attempts are tracked on the device. If the user exceeds
five, the PIN is set to null (blank) and all cached device data is cleared.

Add or Change Expense Approvers
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P To add or change approvers:

Approvers for Pat Davis

1. On the user administration page, to add
Expense and Invoice approvers, click : .
Approvers (in the Expense and Invoice Specify the user's approvers.
Settings section). The Approvers window
Default approver for your
appears.

exXpense reports.

Search by employee name, email
address or logon id.

NOTE: The cash advance approver field will
. :
only appear if that feature has been activated Pl D En

for your company. -
Copy

Default approver for your cash advance requests.

Search by employee name, email address or logon id.
2. Under Default approver for your expense

reports, type in the details of the desired
approver. The list displays possible matches.

TerryBrow ni@randomverbs. com - Terry Brown

Default approver for your authorization requesis.

3 Select the desired approver Search by employee name, email address or logon id.

coi@randomverbs.com - Chris Collins

4. Click Copy, if desired. This will copy the

expense report approver into all other
approver fields. If the approver does not have the appropriate approver roles, the
fields will not be updated.

5. Select the other approvers, if desired.

6. Click Save.

Add or Change Request Approvers
P To add or change Request approvers:

1. On the user administration page, click Request Approvers (in the Request
Settings section).

2. Select the desired approver.

3. Click Save.
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Add or Change Expense Preferences
» To add or change Expense preferences:

1. On the user administration page, click Expense Preferences (in the Expense Settings
section). The Expense Preferences window appears.

Expense Preferences for Pat Davis

Select the options that define when the user receives email notifications. Prompts are pages that appear when the user selects a
certain action, such as Submit or Print.

Send email when...

The status of a cash advance changes

A cash advance is submitted for approval

The status of an expense report changes

New company card transactions arrive

Faxed receipts are successfully received

An expense report is submitted for approval

The status of an authorization request changes
An authorization request is submitted for approval

|:| A card feed import completes

Prompt...

[] For an approver when an expense report is submitted

D For an approver when an authorization request is submitted

2. Select (enable) or clear (disable) the desired check boxes.

3. Click Save.

Add or Change Request Preferences
P To add or change Request preferences:

1. On the user administration page, click Request Preferences (in the Request Settings
section).

2. Select (enable) or clear (disable) the desired check boxes.

3. Click Save.

Add Expense and Request Delegates

Delegates are shared between Expense and Request. Any additions, deletions, or changes you
make in Expense will affect Request, and vice versa.

NOTE: Concur only supports 250 users per delegate. Please use the Expense Proxy role when
assigning access for shared service centers: the Expense Proxy role is designed to allow an
individual user to support entire Expense groups within the system.
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P To add Expense and Request delegates:

1. On the user administration page, click Expense Delegates. The Expense Delegates
window appears.

Delegates Delegate For

Expense Delegates for Pat Davis

m Delete

Delegates are employees who are allowed to perform work on behalf of other employees.

Expensze and Request share delegates. By igning permissi to a delegate, you are igning per i for Expense and Reguest,
Can
Can Can Can Can Can Preview Receives
Can Book Submit  Submit View Can Use Receives Can Approve For Approval
[[] name Prepare Travel Reports Requests Receipts Reporting Emails Approve Temporary Approver Emails
- b
Collins, Chris
cc@ranldomverbs.com D D D D
- 0
Miller, Chris
ChrisMiler@randomverbs.com [ O O O [
2. Click Add.

3. In the Search by employee name, email address or logon id field, type in the
details of the desired delegate. The list displays possible matches.

Expense Delegates for Pat Davis

Delegates are employees who are allowed to perform work on behalf of other employees.

Expense and Request share delegates. By assigning permissions to a delegate, vou are assigning permissions for Expense and Reguest.

Search by employee name, email address or logon id.

4. Select the desired delegate and configure as required.
5. Click Save.

6. On the user detail page, click Save.

Delete a User's Delegate Assignments
Delegates are shared between Expense and Request. Any additions, deletions, or
changes you make in Expense will affect Request, and vice versa.

P To delete Expense and Request delegate assignments:

1. On the User Administration page, click Expense Delegates. The Expense
Delegates window appears.

2. Click Delegate For (tab).
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3. If deleting less than 50 users, select each name individually or click the select all check
box and click Delete.

Can Can S5ubmit Can Submit Can View Receives
MName Prepare  Reports Requests Receipts Emails
EManager_1311, Samuel
EManager_1311@concur com
EUserd_1311, Sam4
EUserd_1311Jconcur com
4. If deleting more than 50 users, click Delete All repeatedly as needed.
Delegates Delegate For
JAMES Thomas Can Delegate For
Coss Lo J oo
This employes may act as 8 delegate for the listed employees
Can Can Submil Can Submit Can View Recervea
Name Prepare  Reports Reguests Receipts Emails
EManager_1311, Samuoel
EManager_1311Qconcur com
EUserd_1311, Sam4
EUserd_1311Gconcur com
R i T i T T T R P P N B T

5. Click Save.

Delegates Delegate For

JAMES Thomas Can Delegate For

s | son (oo )

This employes may act a5 a delegate for the listed employees

Reactivating a User

The administrator can activate a user that was previously deactivated on the User Details page.
There are two common requirements:

e The existing user account needs to be reactivated. This means this employee will have
one user account in Travel & Expense.
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e A new user account needs to be created, using the original login and email address but
keeping the original, now deactivated user. This means this employee will have two user
accounts in Travel & Expense.

P To reactivate a user account:

1. On the user administration page, locate the desired user.

Save and New Cancel

Travel Wizard User Request User

Reguest Approver Expense User

Expense Approver |:| Authorized Support Contact
Inveice User Inveice Approver

|:| Company Bill Statement User |:| Company Bill Statement Approver

General Settings

CTE Legin Name* Password* Verify Password®
(must be suffixed with a valid domain) (Blank to leave unchanged)

PatDavis@RandomVerbs.com

Title First Name* Middle Name Hickname Last Name* Suffix
Pat R Davis

Account Activation Date Account Termination Date
02/25/2014

Employee ID el AOaIess.

(required for Expense, Invoice or Request User)

PatDavis@randomverbs.com

PatDavis Change Picture

NOTE: The role check boxes (Expense User, Approver, etc.) may be hidden to prevent
assignment by the administrator — consult your Concur administrator for more
information.

2. Clear the Account Termination Date field.

A process runs during the Overnight Processing Period that will activate the user. The user will
be able to log in after the process has run.

NOTE: You cannot use the Concur Standard Employee Import to reactivate a terminated user.
Reactivation must be done using the User Administration tool. Attempting to reactivate
an employee using the Concur Standard Import where the imported employee has the
same Login ID or Email address as an existing terminated user will result in a failure in
the import process. Once you reactivate the employee using the User Administration
tool, you may use the Concur Standard Employee Import to make updates to the user's
information.

25| Page TeamWorks Travel & Expense Version Date: 06/06/2017
Shared User Administration




Section 5:

User Permissions

The User Administrator can assign basic user permissions using the User Role check boxes on
the user details page. The administrator can assign the full list of permissions using the user

permissions page.

Accessing the User Permissions Page

The user permissions page displays tabs for all configured Concur products, such as Travel, or
Expense.

P To access the user permissions page:

1. Click Administration > Company > Company Admin.

2. In the left menu, click User Permissions.

[HcoNCUR | Requests

Company Admin Home

Company Admin

Approval Queues
Billing Administratar
Company Locations
Org Unit Admin

Report Admin

Text Customization
Password Administrator
Manage Custom Fields
Directary Server Admin
Company Settings
Share Custom Fields
Login URL Manager

User Administration

User Administration
Add User
SelfRegistration Setup

User Permissions

Company Groups

Company Request

Self-Registration Approval
Send Mabile Instructions

Travel Expense I Approvals Reporting ~ App Center
Travel = Expense Invoice

Travel || Expense || Request || invoice | Reporting || Supplier Portal

EIEE

Step?. Modify Roles By Step2. Search Text

User Name

Stepd. User Name to Assign Roles:

Available Roles Roles for this User

-

Administration = | Help ~

Profile = &

Show Users in Only This Employee Group

Managing Roles by User Name

The Permissions administrator can select users by name, then assign or remove the available

roles.

P To add a role by user name:

1. On the user permissions page, in the Modify Roles By list, select User Name.
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Travel || Expense || Request || Invoice

EED

Step1. Modify Roles By:

User Name]

tUser Name

Role

Available Roles

Reporting

Supplier Portal

Step2. Search Text:

Roles for this User

Search What

Name, Email, Log-in

Show Users in Only This Employee Group

Configuration:

All Users | Can Access

Groups

2. In the Search area, enter the desired user's information. Entering one letter will
cause the system to search for data in the selected fields that start with that letter.
Entering a comma separated list will search for any value in the list.

Travel || Expense | Reguest || Inveice

EE=

Step1. Wodify Roles By:

User Name

Step3. User Name to Assign Roles:

Available Roles

Reporting

Supplier Portal

Step2. Search Text:
davisl

Search What:

Name, Email, Log-in

Show Users in Only This Employee Group

Configuration

AllUsers | Can Access

Roles for this User

Groups

3. Click Search.

4. In the User Name to Assign Roles field, select the desired user (if there is more

than one).

5. Select the desired role(s) in the Available Roles field. You can select more than one
non-group aware role to assign. Only one group aware role can be assigned at a

time.

Travel || Expense | Reguest

EE=

Step1. Modify Roles By:

User Name

Step3. User Name to Assign Roles:

Davis, Pat R

Invoice

Reporting

Available Roles «

Attendee Administrator
Authorization Request Administrator
Authorization Reguest Approver
Budget Administrator

Budget Approver

Card Program Administrator

Supplier Portal

Step2. Search Text:

davis

Search What:

Name, Email, Log-in

Show Users in Only This Employee Group

Configuration:

AllUsers | Can Access

Roles for this Useras Groups
Attendee Administrator (Read Only) Global
Cligbook User

Expense Approver

Expense Cash Advance Administrator Global
Expense Configuration Administrator (Restricted) Global
Expense Processor Global

m

6. If the role is group-aware then the Groups to be Assigned to User(s) for the
Selected Role(s) list appears.
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Travel || Expense | Request || Invoice | Reporting || Supplier Portal
EE=
Step1. Modify Roles By: Step2. Search Text: Search What:
User Name w davis Name, Email, Log-in v
Step3. User Name to Assign Roles: Show Users in Only This Employee Group
Davis, Fat R i Configuration:

All Users | Can Access g

Available Roles « Roles for this User s Groups
Attendee Administrator ul Attendee Administrator (Read Only) Global ol
Authorization Request Administrator l_l Cligbook User ‘;
Authorization Request Approver Expense Approver B
Budget Administrator Expense Cash Advance Administrator Global
Budget Approver Expense Configuration Administrator (Restricted) Global
Card Program Administrator - Expense Processor Global -
Groups to be Assigned to User(s) for the Selected Role(s) w
Global-Marketing
Global
Development

e

The list defaults with the Global group configuration name. If want to modify this, click
Modify in the Groups area to select the group that the role applies to. The Select

Groups window appears.

Select Groups

Groups to be Assigned to User(g) for the Selected Role(s)

[] Development

[[] Global

[[] Globak-Marketing

Cancel Done

It lists available group configuration names that can be applied to the role.
The group configuration can include one or more groups that use the configuration. It is
the group configuration that actually controls what groups this role applies to.

7. Select the desired group configuration name.

8. Click Done.

28| Page TeamWorks Travel & Expense

Shared User Administration

Version Date:

06/06/2017




9. Click Add to assign the role(s) to the user.

» Toremove a role by user name:

1. On the user permissions page, in the Modify Roles By list, select User Name.

2. In the Search area, enter the desired user's information. Entering one letter will cause
the system to search for data in the selected fields that start with that letter. Entering a
comma separated list will search for any value in the list.

3. Click Search. This populates the User Name to Assign Roles field.

4. In the User Name to Assign Roles field, select the desired user.

@

Select the desired role in the Roles for This User field.

Travel | Expense | Reguest | Invoice

E&=

Step1. Modify Roles By:

User Name

Step3. User Name to Assign Roles:

Davis, Pat R

Available Roles «

Aftendee Administrator
Autherization Reguest Administrator
Autherization Request Approver
Budget Administrator

Budget Approver

Card Program Administrator

Reporting || Supplier Portal

Step2. Search Text:

davis

Roles for this User«
Aftendee Administrator (Read Only)
Cligbock User

xpense Approver

Expense Cash Advance Administrator

Expense Configuration Administrator (Restricted)

" Expense Processor

Groups to be Assigned to User{s) for the Selected Role(s)

Global

Search What:

Name, Email, Log-in

Show Users in Only This Employee Group

Configuration:

AllUsers | Can Access

Groups

Global

Global
Global

Global

m

6. Click Remove to remove the role from the user.

P To change the group assignment for a role:

The administrator can change the groups that a role is assigned, without removing the role.

1. In the user permissions section, select the desired role.
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EE

Step1. Modify Roles By:

Travel || Expense || Request || Invoice

| User Name

Step3. User Name to Assign Roles:

Reporting || Supplier Portal

Step2. Search Text:

Search What

|davis

H Mame, Email, Log-in

| Davis, Patr

|V|

Available Roles «

Attendee Administrator

Authorization Request Administrator

Authorization Reguest Approver

Budget Administrator

Budget Approver

Card Program Administrator

o )

Show Users in Only This Employee Group
Configuration:

| AllUsers | Can Access | A ‘
Roles for this User« Groups
=l (:ttandea Administrator (Read Only) Global
[
Clighook User
Expense Approver
Expense Cash Advance Administrator Global
Expense Configuration Administrator (Restricted) Global
- Expense Processor Global -

Groups to be Assigned to User(s) for the Selected Role(s)

Global

2. Click Modify in the groups area. The group selection window appears:

Select Groups

|:| Groups to be Assigned to User(s) for the Selected Role|s)

[+ Development

[#] Global

[#] Global-Marketing

3. Select the appropriate groups.

4. Click Done.

5. Click Modify.
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Travel || Expense || Request || Invoice Reporting Supplier Portal

EE

Step1. Modify Roles By: Step2. Search Text: Search What:

User Name dav Name, Email, Log-in
Step3. User Name to Assign Roles: Show Users in Only This Employee Group
Davis, Pat R Configuration
All Users | Can Access
Available Roles « Roles for this User« Groups
Attendee Administrator i Attendee Administrator (Read Only) Global a
[ oty > ),
Authorization Request Administrator Cligbook User =
Authorization Reguest Approver Expense Approver L
Budget Administrator Expense Cash Advance Administrator Global
Budget Approver Expense Configuration Administrator (Restricted) Global
Card Program Administrator - Expense Processor Global k=

Groups to be Assigned to User(s) for the Selected Role(s)
Development

Global-Marketing

6. Click Save.

Managing Roles by Role

The Permissions administrator can select roles by name, view all users with the role, and assign
users to the role.

P To add a role by role:

1. In the user permissions section, in the Modify Roles By list, select Role.

Travel | Expense | Reguest | Invoice | Reporting | Supplier Portal

EE=

Step1. Modify Roles By: Step3. Search Text: Search What:
m davis. Name, Email, Log-in
Role
S U I SR e Show Users in Only This Employee Group
clect One . t;? Configuration

All Users | Can Access

Users without this Role « Users with this Role « Groups

2. In the Role to Assign to Users area, select the desired role.

3. Click Search. The Users without this Role and Users with this Role fields are
populated.

4. Select the desired user(s) in the Users without this Role field. More than one user can
be selected when assigning the role.

31| Page TeamWorks Travel & Expense Version Date: 06/06/2017
Shared User Administration




Travel | Expense || Request | Invoice | Reporting || Supplier Portal

EE=E

Step1. Medify Roles By:

Step3. Search Text: Search What:
Role MName, Email, Log-in
Step2. Role to Assign to Users: Show Users in Only This Employee Group
Aftendee Administrator Configuration:

AllUsers | Can Access

Users without this Role « Users with this Role « Groups

@mm‘ Ursula D )‘ Boyce, Phillip Global

Allen, Bea D

Brown, Terry L Global
Armstrong, Stephen Cole, Kenneth Global
Bertrand, Claude Colling, Chris L Global

Bradford, Blake R

Bright, Joshua D -

(v )

Groups to be Assigned to User(s) for the Selected Role(s)

Global-Marketing
Global

Development

5. If the role is group-aware then the Groups to be assigned to User(s) for the
Selected Role(s) list appears. The list defaults with the Global group configuration
name. If want to modify this, click Modify in the Groups area to select the group that
the role applies to. The Select Groups window appears. It lists available group
configuration names that can be applied to the role. The group configuration name can

include one or more groups that use the configuration. It is the group configuration that
actually controls what groups this role applies to.

Select Groups X

Groups to be Assigned to User(zg) for the Selected Role(s)

Development
Global

Global-Marketing

Cancel Done

6. Select the desired group configuration name.

7. Click Done.

8. Click Add to assign the role to the user.
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1.

2.

populated.

To remove a role by role:

In the Role to Assign to Users field, select the desired role.

Select the desired user in the Users with this Role field.

In the user permissions section, in the Modify Roles By list, select Role.

Click Search. The Users without this Role and Users with this Role fields are

Travel | Expense

Step1. Modify Roles By:

Reguest

Role

Step2. Role to Assign to Users:

Atftendee Administrator

Users without this Role «

Invoice

Allen, Bea D

v

Armstrong, Stephen

Bertrand, Claude

Bradford, Blake R

Bright, Joshua D

Brown, Jesse

Modify

Reporting Supplier Portal
Step3. Search Text: Search What:
e Name, Email, Log-in
Show Users in Only This Employee Group
Configuration:
v
AllUsers | Can Access ~
Users with this Role » Groups
it Admin, Ursula D GlobakMarketing it
[ Global
Development
Boyce, Phillip Global c
Brown, Terry L Global
Cole, Kenneth Global
=~ Collins, Chris L Global =~

Groups to be Assigned to User(s) for the Selected Role(s)

5. Click Remove to remove the role from the user.

P To change the group assignment for a role:

The administrator can change the groups that a role is assigned, without removing the role.

1.

In the user permissions section, select the desired user.

Travel | Expense

Cancel

Step1. Modify Roles By:
Role

Reguest

Step2. Role to Assign to Users:

Attendee Administrator

Users without this Role «

Inveice

Allen, Bea D

\..

Armstrong, Stephen

Bertrand, Claude

Bradford, Blake R

Bright, Joshua D

Brown, Jesse

o )

Reporting | Supplier Portal
Step3. Search Text: Search What:
Name, Email, Log-in
Show Users in Only This Employee Group
Configuration:
v
AllUsers | Can Access v
Users with this Role = Groups
= Admin, Ursula D Global-Marketing =
[ Global
Development
Boyce, Philip Global =
Brown, Terry L Global
Cole, Kenneth Global
S Collins, Chris L Global 3

Groups to be Assigned to User(s) for the Selected Role(s)
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2. Click Modify in the groups area. The Select Groups window appears:

Select Groups *

El Groups to be Assigned to User(s) for the Selected Role(s)
Development

[¥] Global

[#] Globa-Marketing

3. Select the appropriate groups.
4. Click Done.

5. Click Modify.

Travel | Expense | Reguest | Invoice | Reporting | Supplier Portal

EE=

Step1. Modify Roles By: Step3. Search Text: Search What:
| Role | e | ‘ ” Name, Email, Log-in ‘ ~ |

Step2. Role to Assign to Users:

Show Users in Only This Employee Group

|Aﬂendae Administrator | v | Canfiguration
AllUsers | Can Access | b |
Users without this Role « Users with this Role « Groups
Allen, Bea D Admin, Ursula D Development
Armstrong, Stephen Boyce, Phillip Global
<< Remove
Bertrand, Claude Brown, Terry L Global
Bradford, Blake R Cole, Kenneth Global
Bright, Joshua D Coliing, Chris L Global
Brown, Jesse -
Modify
Groups to be Assigned to User{s) for the Selected Role(s)
Global-Marketing
Development
6. Click Save.
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Section 6: Special Cases

This section covers information about special situations.

When a Payee is Terminated During the Reimbursement Process

When a payee is terminated and has outstanding expense reports:

e A user with the Expense Proxy Logon role should submit any unsubmitted expense
reports for the employee.

e The employee should be marked Inactive in User Administration.

e Expense Pay will process the payment demands normally.
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