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Introduction to agency login/authentication readiness form

This form is being shared so different roles/teams (slide 4) within an p— _
What agency understand their role in educating, training, and assisting users for Agency Login/Authentication Readiness Form
logging in to GA@WORK.

What is your agency's name? *

The Agency’s IdP Administrator (SSO/Hybrid) or IT Lead (Native with

MFA) (slide 4) should ultimately be the individual to submit the form. This - Selectan Ageney - v
person is the first level of contact for users requiring login assistance. e

WhO . . .. Are you the Agency IdP Administrator or in a similar role that manages sign-on
However, this form requires that the Agency IdP Administrator/IT Lead scces? "
coordinate with colleagues in their agency to successfully answer the form e e
queStlonS What is your name? *

Enter your full name

An agency's successful completion and submission of this form validates

that the agency What is your role title? *
Wh 1) Is aware of their responsibilities to communicate to their agency about T ey e
y aCCGSSIHQ GA@WORK What is your email address? *
2) Is successfully prepared for the mock build in preparation of gold build name@agency.gov
of GA@WORK (SSO/Hybrid agencies) Please use your officil gency email adress
When Please submit this form by Friday, 10/31/2025 -

SINEXTGEN:. *.: - -



Role coordination for form completion

To successfully complete this form, the following roles in your agency need to be engaged and

e HR Partner eAgency PC.)C /.NCN e ClOo
Communications

This is the individual(s) in
your agency who:

collaborate together:

IdP Admin /

Sign-on team

This is the individual(s) in

your agency who:

+ Coordinates with HRD to
ensure new workers are
entered into your agency's IdP

» Configures agency IdP for
GA@WORK tenant access

* Provides documentation (job
aids) and guidance to users
on how to install and log on
using username/password
with MFA

Role on form:

* Overall submitter

* Owner on access sections

» Contribute to questions in all
other sections

This is the individual(s) in

your agency who:

* Coordinates with IdP admin to
ensure new workers are
onboarded into GA@QWORK
and agency's IdP

» Coordinates with IdP admin
to ensure new workers
are offboarded into
GA@WORK and agency's I|dP
(transferred to another
agency, terminated, retired,
etc.)

Role on form:

» Contribute to questions in the
“Onboarding/Offboarding”
section (SSO/Hybrid agencies
only)

This is the individual(s) in

your agency who:

» Disseminates login
information relative to their
agency login/authentication
method

* Develops internal sign-on
communications, including
Mobile, SSO, and MFA

* Helps communicate about
GA@WORK

Role on form:

» Contribute to questions in the
“Agency Communication”
Section

Provides employees with an
installation guide specific to
their IdP App List
responsibilities

Develops Policy & Procedures
guidelines for SSO
authentication

Provides agency level
technical support for SSO,
MFA, and Mobile

Role on form:

Be aligned with the submitter
of this form for accuracy and
alignment with CIO
expectations
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GA@WORK login methods by agency at go-live

This on
the GA@QWORK
Resource Library

summarizes the
different log-in
methods that are
being used by
agencies at the
GA@WORK
go-live in 2026.

® INEXTGEN

GA@WORK

GA@WORK login methods at go-live

Non-GETS* Agencies using Single Sign On (SSO)

Allows users to access GA@WORK using their Agency credentials without needing a

separate username and password

Criminal Justice Coordinating Council
Department of Audits and Accounts
Department of Banking and Finance
Department of Community Affairs
Department of Community Supervision
Department of Early Care and Learning
Department of Education

Department of Labor

Department of Public Safety
Department of Transportation

Technical College System of Georgia
(TCSG/Including 22 Colleges)

Employees Retirement System of Georgia
General Assembly of Georgia
Georgia Public Broadcasting

Office of Planning and Budget
Office of the Inspector General
Professional Standards Commission
Public Service Commission

State Board of Pardons and Paroles
State Road and Tollway Authority
Student Finance Commission

View Point Health

GA@WOIRK

As of date: 12.15.25

)

GETS* Agencies using Single Sign On (SSO)

Allows users to access GA@WORK using their Agency credentials without needing a

separate username and password

Department of Administrative Services

Department of Behavioral Health and
Developmental Disabilities

Department of Community Health
Department of Driver Services
Department of Human Services
Department of Natural Resources

Department of Public Health

Division of Family and Children Services
Georgia Aviation Authority

Georgia Bureau of Investigation

Georgia Technology Authority

Office of State Administrative Hearings
Office of the State Treasurer

State Accounting Office

State Ethics Commission

What if my agency is not listed on this sheet?

If your Agency is not listed, then your Agency will use Native Login with a form of
multi-factor authentication (MFA). Native Login with MFA allows users to access
GA@WORK using their username and password to directly login to GA@WORK.
Native login allows users to manage their own password resets, if and when needed.

Questions?

Contact: nextgen_secmap@sao.ga.gov

*Georgia Enterprise Technology Services

GETS* Agencies using Hybrid

Allows Agencies to use both methods (i.e., SSO and Native Login) as needed

Department of Behavioral Health and Developmental Disabilities

Department of Corrections
Department of Juvenile Justice

Department of Revenue

Non-GETS* Agencies using Hybrid

Allows Agencies to use both methods (i.e., SSO and Native Login) as needed

Judicial Council of Georgia/Administrative Office of the Courts

Prosecuting Attorneys Council of Georgia

Superior Courts of Georgia

Vocational Rehabilitation of Georgia



https://sao.georgia.gov/document/document/gawork-sign-summary/download

Form support

Support is available if you need help completing this form:

n Attend a Working Session

OCTOBER
MONDAY TUESDAY WEDNESDAY THURSDAY FRIDAY
13 - Holiday |14 |15 16 17
Working Session: Hybrid/SSO/ | Working Session: Native with
Mobile MFA/Mobile Configuration
1-2 pm 1-2 pm
20 ’ 21 ’ 22 23 24
Working Session: Hybrid/SSO/ | Working Session: Native with
Mobile MFA/Mobile Configuration
1-2 pm
27 28 29 30 31
—1

n Email questions to: nextgen@secmap@sao.ga.gov

Remember this form is
<! due 10/31/2025

]
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Additional resources — GA@WORK Resource Library

How to find Security, Sign-On & Support Resources for GA@QWORK

0 Navigate to the GA@VWORK Resource Library. Security Sign-On & Support(” 0 ™)
? For more information

@ scroll to HR / Payroll Professionals section: e e e on GA@WORK
CA@WORK. - ' . Security, access the

Security Education

HR / Payroll \\\mm_f@t,%
Professionals S N Security R
& N ecurt esources i
Click on the tile for information about "=';-I' {\ = ty and ROle Mapplnq
a specific business area. Each tile links % - § [rorl Security Change Impacts R
to a toalkit of change impacts, ““"‘“ll'l\\\“$® P resentat|0n .
crosswalks, glossaries, FAQs and other Core HR - Compensation > Recruiting - )
resources for HR and Payroll _j HCM Security Roles Clossary
professicnals to use to help them in
their transition to CA@QWORK. S %, (-orl Finance Security Roles Glossary (
g . .
_-_;é _3 Procurement Security Roles Glossary For InStru CtlonS on

)

oy

signing in to
Time Tracking & _ GA@WORK, refer tO
> Absence > Learning - ACCESSi]lg GA@WORK . .
Management the Slngle Slgn'on
(SSO) job aids.
How to log in with Single Sign-On (S50): « AgenCieS Can Share
B! DUO SSO Login Job Aid these guides with
! oogle S50 Login Job Ai
ool R | osmiesEatean R AT employees to help
Microsoft Azure S50 Login Job Aid .
them log in to
GA@WORK using
ingle Sign-On.
\S gle Sign-O D

%

&
=
%,

Talent
Management
-3 CA@WORK Sign-On Summary (How to log in)

—O
Click the
Security, Sign-
On & Support
tile.

B Okta SSO Login Job Aid

B8 safeMet SSO Login Job Aid



https://sao.georgia.gov/gawork-resource-library
https://sao.georgia.gov/security-sign-support
https://sao.georgia.gov/security-sign-support
https://sao.georgia.gov/security-sign-support
https://sao.georgia.gov/document/document/sec-education-and-role-mapping-deck/download
https://sao.georgia.gov/document/document/sec-education-and-role-mapping-deck/download
https://sao.georgia.gov/document/document/sec-education-and-role-mapping-deck/download

lybrid (SSO and Native Login) agency list
e

43000 Judicial Council/Admin Office of the Courts - HYBRID 11/7/ - New Certificate (David Peterson)
41800 Prosecuting Attorneys Council - HYBRID see Employee list PAC _State Circuit Employees.xlsx
43600 Superior Courts (HYBRID)

44100 Department of Behavioral Health and Developmental Disabilities - GETS | HYBRID

46100 Department of Juvenile Justice - GETS | HYBRID

47400 Department of Revenue - GETS | HYBRID

46700 Corrections, Department of | GETS | HYBRID

The listed agencies above need a list of every employee from their agency who will not sign on via SSO.

BINEXTGEME. .



All agencies complete
this section.

Agency information

The instructions below explain how to answer each question in this section.

Select your agency name from the drop-down menu.

Agency Login/Authentication Readiness Form

i ?
1 LB UL Ll e Reach out to nextgen@secmap@sao.ga.gov if you do not see your

agency name.

What is your agency's name? *

-- Select an Agency --

Select your agency from the dropdown list

Are you the Agency IdP Administrator  This question confirms that the right person is submitting this form. Areyou the Agency [P Adminttor orin 2 smiar role that mansqes san-on access?
2 or in a similar role that manages sign-  If you do not work with sign-on access, please coordinate with
on access? someone in your agency who does.

This helps the Security Team know who to contact if they have

: ?
3  What is your name? questions.

This data point helps the Security Team understand what roles

i ?
4 UTEES ST (R support this effort in agencies across Georgia.

This helps the Security Team know who to contact if they have
questions.

5 What is your email address?



mailto:nextgen@secmap@sao.ga.gov

Auto-populate authentication type

Note that after you

select “Next” the form
: # NEXTGEN
will search your
information, and your Agency Login/Authentication Readiness Form
agency name and
authentication type will

be automatically _—
e nte red . Agency Name:

Authentication Type:
IDP Type:

You may also view
your previously
submitted answers on
this form.

» Previously Submitted Answers

BINEXTGEN:. ©: =



Only agencies using SSO /
Hybrid complete this

Connection to new tenant (1 of 2) section

Only agencies who are SSO/Hybrid agencies will be prompted to complete this section. Disregard this slide
if your agency is using Native with MFA for sign-on.

. " . Al Login/Authenticati Readi F
# laueston | instructions/ Question Guidance =

As the agency IdP administrator, can you confirm Instructions to complete this form were sent on 10/9 with
1 that your agency has successfully connected to the  the subject line “Update IdP Configuration for Detail
new tenant? GA@WORK Mock Go-live.” Ageney Name:

Authentication Type:
IDP Type:

Sharing the date is a further confirmation of your

1-a  If yes, on what date did you make the connection? :
successful connection.

» Previously Submitted Answers

Connection to new tenant (SSO/Hybrid)

« This helps us estimate how much time to allocate to T
2 How long did it take to configure new SSO the go-live plan for switching the tenant to point to the
connection to GA@QWORK? production URL. ®w O

On what date did you make the connection? *

This question confirms you connected to the correct

1-b  If yes, indicate which tenant you connected to:
tenant.

» Select the answer that fits best from the drop down.

mm/dd/yyyy [w]

» This list is required from hybrid users so the Security
Team can provision those users with native login vs
the standard SSO login for all other users.

How long did it take to configure the new S50 connection to GA@WORK? *

Hybrid Agencies - Did you provide a new list of

3 employees to nextgen secmap@sa0.ga.gov who
will NOT login via SSO.

0-30 minutes v

Will your agency adopt mobile login? *

» See slide 10 for a list of hybrid agencies ®v Ono
If no’ are you planning to Submit that IiSt to SAO at Hav::ou shar::lﬂtheJoDA\'dfor\.‘\dorkdayMoblle app with your users?
3-a NextGen SecMap@sao.ga.gov by October 24, Select yes or no. - _
2025 I::us;::r users know who their agency’s internal technical support person is for SSO/GA@WORK sign-on/access

Please help us understand the barrier to submitting this

N ?
3-b  If no, why not~ information.

P INEXTGEN  ~
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Connection to new tenant (2 of 2)

Only agencies who are SSO/Hybrid agencies will be prompted to complete this section. Disregard this slide
if your agency is using Native with MFA for sign-on.

Will your agency adopt mobile
login?

If yes, have you shared the job aid
4-a for the Workday Mobile app with
your users?

If yes, have your users installed
4-b your agency’s IdP authentication

app?

Do your users know who their
internal technical support contact is
for SSO/GA@WORK sign-
on/access issues?

Select yes or no if your agency will adopt
mobile login for users. Please note if your
agency is adopting mobile, users will need to
know how to install the Workday Mobile
application. Educating and supporting mobile
uses is each agency's responsibility

The job aid has instructions how to download
the app. Access the job aid online here.

This is only related to SSO agencies and will
need to be provided to users by the agency.
For example, SAO has an Okta installation
doc that was provided.

The agency resource will be the first point of
contact for users needing assistance logging
in. This person should be aware of and
provide to user’s job aids and/or assistance
getting into GA@WORK.

Only agencies using SSO /
Hybrid complete this

section

Will your agency adopt mobile login? *

@ Yes () No

Have you shared the Job Aid for Workday Mobile app with your users? *

@ ves () Mo

Have your users installed the agencies IdP auth app on their mobile devices? *

@ Yes () No

Do your users know who their agency's internal technical support person is for S50/GA@WORK sign-on/access
issues? *

@ ves () No



https://sao.georgia.gov/document/document/installing-workday-mobile-job-aidoctober-2025pdf/download

Only agencies using SSO /
Hybrid complete this

Onboarding/offboarding employees to GA@WOR "

Only agencies who are SSO/Hybrid agencies will be prompted to complete this section. Disregard this slide
if your agency is using Native with MFA for sign-on.

. - . Onboarding/Offboarding (SSO/Hybrid
Instructlons / Question Guidance
Did you coordinate with your HR Director in your agency to complete this section? *
@ ves () Ne
Dld you Coordlnate Wlth your Coordlnatlon Wlth the HR team |S essentlal to Can you confirm your agency has a defined process for onbeoarding/offboarding of employees to GA@WORK? *
1 HR director to complete this ) O ves @ No
) successfully complete this ask.
section?
If you do net have an onboarding/offbearding process defined, how will you update your |dP with employee
1D numbers? *
Can you confirm your agenc , . lease gescrioe
has zdefined pr};cessgfor Y An example of on/offboarding can be found on slides
2 : ) 33 & 34 of the GA@WORK Security Education
onboarding/offboarding . : . “
I GA@WORK? Session, and at slide 14 of this deck.
emp Oyees to @ : Do you need support developing an onboarding/offboarding process? *
() Yes () No
(If no) If you do not have an
onboarding/offboarding This question helps the project understand potential
2.2 , . . . . ;
process defined, ho_w will you issues your agency YVI|| experience with Parinership - Agency IdP Admin + HR Pariners
update your IdP with onboarding/offboarding employees. i e sty ne Agency R Pt o Agery o A
'or granting and removing access to - e 2 processes below are
employee ID numbers? SHIMPIES. o
Human Resources [ 5 Eores orove us Crveres |
(If no) Do you need support _ _ . _ [M”MW"”] i of this deck shows an
2b developing an This question helps the Security Team understand if " R e B v 31 | =mw§,,a;,mfm;gg:m example of why collaboration is
onboarding/offboarding you need support to successfully complete this activity. necessary with your agency HR
team.

process? # NEXTGEN



https://gets.sharepoint.com/:p:/r/sites/SAO_NextGen/Nextgen%20Technical%20PM%20Docs/GA@WORK%20Security%20Education%20and%20Role%20mapping.pptx?d=wd59def4b18e0401c940f0e3d11fcb9b1&csf=1&web=1&e=FHqgil
https://gets.sharepoint.com/:p:/r/sites/SAO_NextGen/Nextgen%20Technical%20PM%20Docs/GA@WORK%20Security%20Education%20and%20Role%20mapping.pptx?d=wd59def4b18e0401c940f0e3d11fcb9b1&csf=1&web=1&e=FHqgil
https://gets.sharepoint.com/:p:/r/sites/SAO_NextGen/Nextgen%20Technical%20PM%20Docs/GA@WORK%20Security%20Education%20and%20Role%20mapping.pptx?d=wd59def4b18e0401c940f0e3d11fcb9b1&csf=1&web=1&e=FHqgil

Partnership — Agency IdP Admin + HR Partners

It is the responsibility of the Agency HR Partner to talk to the *Agency |IdP Admin

for granting and removing access to GA@WORK. The two processes below are
examples.

Onboarding: Terminating:
e e HR Partner approves New Hires (Employee HR Partner terminates employee in
ID/Contingent Worker ID will be generated) GA@WORK
HR and IT HR Partner provides Agency IdP Admin with AR Pa:’éns rA%i?\Tr:destfem'FeISr}rI]?:alt[e) dt(:),rb\gency
Collaboration Employee ID/Contingent Worker ID of New Hire Transferred employee
Agency IdP Admin Provision employee account Agency IdP Admin removes
IT in IMS with Employe ID/Contingent Worker ID to employee from IMS to inactivate
Sync with IdP Admin employee account

*Agency IdP admin is responsible for managing user identities, access rights, and security protocols within an
organization’s IT environment.

« This personnel is responsible for agency user access for agencies using SSO (single sign-on).
* Note that an agency may call this role by a different title.




Native login with MFA

Only agencies who are using native login with MFA will be prompted to complete this section. Disregard this
slide and section if your agency is using SSO/Hybrid for sign-on.

Em Instructions / Question Guidance

2-a

Does your agency have a preferred
authenticator app?

If yes, what is it?

Do your users have an authentication app
installed on their mobile device?

If no, please work with your users to
install an MFA app.

Does your agency have policy and
procedure guidelines for MFA?

Do your users know their username and
password for GA@WORK?

Do your users know who their internal
technical support contact is for
MFA/GA@WORK sign-on/access issues?

Please select yes or no. Please note if agencies
have specific authenticator app requirements, those
instructions will need to be shared to their users.

Select from the drop down your authenticator app
used in your agency or select “Other” and share in
the text box.

Please select yes or no.

Please select yes or no.

Please select yes or no.

Please select yes or no.

Only agencies using Native
login with MFA complete

this section

Does your agency have a preferred authenticator app? *

@ Yes () No

If yes, what is it? *

-- Select Authenticator App -- hd

Do your users have an authentication app installed on their mobile device?

() Yes (@ No
I If ne, please work with your users to install an MFA app. *

Does your agency have policy and procedurs guidelines for MFA? *

() Yes (@) Mo
Do your users know their user name and password to GA@WORK? *
® ves () No

Do your users know whe their agency's internal technical support person is for MFA/GA@WORK sign-on/access

issues? *

® ves () No




Agency communication

The instructions below explain how to answer each question in this section.

All agencies complete

this section

# Jawsion | intncions/ Cucston ukdanco

1

Did you coordinate with your agency Point of Contact
(POC) to complete this section?

Have you shared internal communications in your

agency about how staff will access GA@WORK (by SSO,

Hybrid, or using the MFA app)?

In your agency, what is the email of the person
responsible for educating users on your agency-specific
login method?

In your agency, what is the role/title of the person
responsible for educating users on your agency-specific
login method?

Do you know where to find the job aids available to end
users that explain how to sign on to GA@WORK?

If no, please visit the GA@\WORK Resource Library to
view and access these job aids.

Are you aware of the need to communicate to your entire
agency about how they will sign on to GA@WORK?

If yes, have you prepared a sign-on communication plan?

If no, what support do you need?

Please select yes or no.

Please select yes or no.

This is the first person to contact if users
require assistance logging into GA@WORK.

Please share their name and role.

Please select yes or no.

Please select yes or no, to share insight into
this critical activity.

Please select yes or no.

Sharing what you need helps us know how to
provide assistance.

Agency communication (POC) (All)

Did you coordinate with your POC to complete this section? *

Yes Mo
Have you shared internal communications in your agency about how staff will access GA@WORK (by either S50,
Hybrid, or using the MFA app)? *

Yes Mo

In your agency, what is the name of the person responsible for educating agency users on your agency specific login
method? *

In your agency, what is the email of the person responsible for educating agency users on your agency specific login
method? *

In your agency, what is the role title of the person responsible for educating agency users on your agency specific
login method? *

Do you know the location of the job aids that are available to end users that teaches them how to sign-on to
GA@WORK? Security, Sign-On & Support *

Yes Mo

Are you aware of the need to communicate to your entire agency about how they will sign-on to GA@WORK? *

Yes Mo



https://sao.georgia.gov/security-sign-support

Abbreviations

~
understand
abbreviations used in
SSO Single Sign-On this deck.
4

MFA Multi-Factor Authentication

IdP Identity Provider

POC Point of Contact

HRD Human Resources Director

NCN NextGen Change Network

®INEXTGEN. " : -
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