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	Frequently Asked Questions
Security Role Mapping
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This Questions and Answers document is designed to answer (role specific) questions about the unassigned roles activity and provides instructions. 

Best Practice
The use of this FAQ is interactive by selecting “Ctrl” and “F” simultaneously on your keyboard and using the search box for a key-word search.

	Question 1: What is the purpose of this Security Role Mapping (SRM) activity?

	Answer: The goal of this security role mapping activity is to review current role assignments and confirm that users have the access expected in alignment with their job duties. We have provided each agency with templates for their applicable area. There are two (2) templates relevant for HCM and four (4) templates relevant for Finance:

· HCM: Supervisory, Pay Group
· Finance: Cost Center, Company, Grants, Projects

HCM – priority review area
· Please concentrate most of your review and updates on the Supervisory Organization Template.
· Please review the payroll security role template but ideally this should only have changes if you have personnel that have left your agency. Delete those users off the template if they have left the agency.
FIN – priority review areas
· Review Company Role Assignments and update as needed.
· Focus on FDM-related organizations, specifically Cost Centers, Grants, and Project security roles.
· Partner with FIN team members who have previously worked with the NextGen FIN team on FDM (Foundation Data Model). Your POC can help identify the appropriate FIN team members.

Note: Not all agencies are using grants and projects modules. If you are unsure, connect with your POC so they can connect you with your agency finance representative.  






	Question 2: Why is this activity called the Gold Security Role Mapping (SRM)?

	Answer:  This SRM activity represents the final round of SRM before go-live. The main objective of this activity is to proactively identify and address any gaps in security roles and access before go-live.



	Question 3: What is the deadline for completing the gold round of Security Role Mapping?

	Answer: The deadline to complete this activity is Friday, May 29, 2026.

	Question 4: What if I can’t meet the deadline for completing this activity?

	Answer: Failure to submit your agency security role mapping templates by May 29 will result in your silver security role mapping, submitted January 2026, to be loaded in for your gold security role mapping. 

Your ASPs will then have an opportunity to submit any security role assignment updates as part of the security catch up transactions during the catch-up transaction window (June 22 – June 30).  

	Question 5: Will there be another opportunity to assign security roles to users?

	Answer: This is the last formalized security role mapping activity for NextGen project. The purpose of this role mapping activity is to capture role assignments for the final Production (Gold) tenant build. 

However, Agency Security Partners (ASPs) will have an opportunity to request role assignments as part of security catch-up transactions (June 22 – June 30). The primary purpose of these catch-up transactions is to request new role assignments for agency new hires.


	Question 6: What are security roles and why do they matter?

	Answer: Security roles define what a user can see and do in GA@WORK, including access to specific tasks, data, and business processes. It is important to verify that users have the right access to perform their job responsibilities upon system go-live.




	Question 7: What are the steps involved in performing the SRM activity?

	Answer: Please follow the steps below to complete the security verification activity:

1) Access the SRM templates for your agency using the request form. Select the “Request - Role Mapping Templates” for “Select Request Type” and fill in the required fields before clicking submit. You will receive your agency’s SRM files directly to your email. 
a. This video guide explains the new process for accessing the SRM templates.
2) Download the Unassigned Roles Reports shared with you as part of the kick-off resources. Filter for your agency under the “Agency” column. 
a. SAO security recommends leveraging the “Unassigned Roles Report” as guidance.
b. Prioritize assigning the roles listed within the “Unassigned Roles Report” first before moving on to review the other security roles in your agency.
3) Review the existing assignments within your template. As you review the user assignments, consider the following:
a. Do the current security role assignments accurately reflect the responsibilities that users should have in GA@WORK?
b. Are there additional users that need access to GA@WORK?
c. How can I fill in ‘required’ roles?
d. Have I filled in all the roles listed as missing in the “Unassigned Roles Report”?
e. Are there any terminated users that should be removed from the template?
4) Collaborate with your agency’s POCs, CFOs, HRDs, and APO/CUPOs to determine the appropriate user role need security roles in GA@WORK.
5) Update the template with your role assignment updates by May 29th and submit your updates via the submission form. Please view this video guide for additional guidance.


	Question 8: This is my first time reviewing security role mapping templates. How should I approach this review?

	Answer: This video guide can be leveraged to better understand the Security Role Mapping process and how security roles can be assigned to agency users.

	Question 9: Are there any resources I can leverage to understand the type of access given by each security role?

	Answer: The HCM, Finance, and Procurement Security Role Glossaries, located under the “Security Resources” section of the GA@WORK Resource Library are valuable references for understanding the specific types of access granted by each security role.

	




	Question 10: Why are some security roles required?

	Answer: These security roles are associated with a business process initiation, approval, or review step. It is crucial for these roles to be filled to facilitate efficient business process transactions.

Required roles are further explained within the organization hierarchies video for reference.

	Question 11: What is the unassigned roles report and why is it important?

	Answer: The Unassigned Roles report is a list of agencies and their missing “required” security role assignments. There are four (4) versions of this report, one for each of the following organization types:

· Supervisory (HCM)
· Company (FIN/PROC)
· Cost Center (FIN/PROC)
· Project (FIN/PROC)
 
Each report lists the specific organization(s) (and the associated organization hierarchies) and the security role assignments which are missing for an agency.

When a security role is blank/unassigned, GA@WORK may not be able to identify the correct person to route work to. Some common consequences include:  
· Stalled approvals: Transactions can’t find an approver (or route incorrectly), delaying operations. 
· Work can’t be completed: Users may lack the access needed to initiate, review, approve, or maintain items for their agency. 
· Higher compliance/audit risk: Workarounds (email approvals, informal routing) lead to increased risk of missed reviews or approvals. 
· Reduced accountability: It’s harder to demonstrate clear responsibility and approval history. 


	Question 12: How can we use the Unassigned Roles Report to support the SRM review?

	Answer: We recommend having both the Unassigned Roles Report and your corresponding agency SRM template open when following the following steps:

1. Filter by your Agency in the ‘Agency’ column (‘Column B’).
i. If your agency is not listed in a particular unassigned roles report, then that means you do not have missing required roles for that organization type. 
ii. Please review all four (4) unassigned roles reports to confirm your agency’s unassigned roles.
2. Review the Unassigned Security Roles and Organization IDs or Organization Hierarchy IDs listed.
3. Filter for the relevant Organization ID or Organization Name in the corresponding SRM template.
4. Assign the security role that is listed on the unassigned roles report on the SRM template. Add the employee ID and employee name in the appropriate columns.
5. Repeat Steps 1 – 5 for all the template types.
6. Review your SRM template to verify that all your unassigned roles have been assigned in GA@WORK.

	Question 13: How can role inheritances be leveraged to prevent missing role assignments in the future?

	Answer: As previously mentioned in Step 5 of question #7 of this FAQ, Agency Security Partners can assign the user at a higher level in the hierarchy and allow the role to inherit down to the subordinate organizations (think: assign once at the top, cover the orgs below).

This helps you do the following:

· Reduces repeated assignments
· Prevents missed orgs (including newly created child orgs)
· Improves consistency across the agency structure

Rule of thumb: Use hierarchy assignments when the same role holder should cover multiple sub-orgs; use individual-organization assignments when responsibilities vary by division/program.

	Question 14: For Finance approvals, what is the backup coverage requirement?

	Answer: To prevent stalled approvals during absence, turnover, or vacancies, agencies should assign a qualified finance backup for key approval roles—especially roles commonly in approval chains (example: Cost Center Manager).

Best practice: Place the backup at the agency top-level hierarchy (when applicable) so coverage can inherit to subordinate organizations.



	Question 15: What are some tips and tricks that I should keep in mind while filling out my SRM template?

	Answer: As you’re entering data into the template, please keep the following in mind:

i. Records with missing Employee IDs will not be loaded.
ii. ***Do not directly copy and paste role assignments or submit the template from a previous SRM activity – we cannot guarantee that the data will be uploaded if the submitted template is from an older SRM round***
iii. Employee IDs and Contingent Worker IDs must be 8 digits, including leading zeros. 
i. To add a leading zero in Excel, please add a comma (‘) at the start of the employee ID.
iv. Records with missing organization reference IDs will not be loaded.
v. Each agency must submit one consolidated template. Multiple submissions from different ASPs, POCs, or IdP administrators are not required and should be avoided.
vi. If your agency is affiliated with another company, the parent agency should coordinate with the affiliated agency to update user security, if needed.


	Question 16: How should I remove users that are no longer with the agency?

	Answer: Any employees who should not have a role for your agency can be removed from the template by deleting the row with their security assignment.

	
Question 17: (HCM Only) Should I assign the Payroll Accountant role even if I’m a Payroll Shared Services agency?


	Answer: Yes, the Payroll Accountant security role is listed on the Company template and is now ‘required’ for agencies. We strongly recommend assigning this security role to the appropriate personnel at your agency even if you are under Payroll Shared Services.


	
Question 18: (HCM Only) What is the difference between the HR security roles?


	Answer: Please see the table for an overview on core HR security roles:

Security Role: HR Analyst
Description of HR Analyst Role: This is your primary HR "viewer" security role. This role should be provided to HR personnel who are responsible for assessing information and reports in the system for their agency.   

Security Role: HR Specialist
Description of HR Specialist Role: This is your primary HR "doer" security role. This role should be provided to HR personnel who oversee day-to-day HR data entry and data manipulation.

Security Role: HR Partner
Description of HR Partner Role: This is your primary HR “approver” security role. This role should be provided to HR personnel who may be your HR managers and need to review/approve the data entry that the personnel with HR specialist are entering.

Security Role: HR Director
Description of Role: This is your executive HR approval security role. This role should be provided to individuals that serve at your highest HR authority to approve items that are over the threshold for an HR Partner. Many agencies assign this directly to their HRD.

Security Role: HR Executive
Description of HR Executive Role: This is an optional role assignment and does not need to be assigned at this time.



	Question 19: (Payroll Only) What are the differences between the Payroll security roles?

	Answer: Please see the table for an overview on core Payroll security roles:

Security Role: Payroll Liaison
Description of Payroll Liaison Security Role: This role is your “viewer” security role intended for HR or FIN users who need access to see agency payroll information but are not day-to-day payroll partners. It includes visibility into payroll data, payroll budget data, and payroll accounting-related data.

Note: If you have budget personnel that need to view the payroll accounting details via reports such as the “CRFIN-LD-Payroll Accounting Details”, you may need to request the payroll liaison role.

Security Role: Payroll Partner
Description of Payroll Partner Security Role: This is your primary Payroll “doer” security role. It should be assigned to payroll personnel who are responsible for reviewing payroll, entering time for assigned pay groups, maintaining payroll-related worker data for hires, transfers, and terminations, and supporting payroll business process approvals.

Security Role: Payroll Accountant
Description of the Payroll Accountant Role: This is your primary Payroll “doer” security role on the Finance side for Payroll. It should be assigned to finance personnel responsible for reviewing payroll accounting reports and for making any adjustments.

Note: It is recommended to assign this role for both Payroll Shared Services and Non-Payroll Shared Service agencies.

Security Role: Payroll Settlement Specialist
Description of the Payroll Settlement Specialist Role: This is your supporting “doer” security role on the Finance side for Payroll. After the payroll partner processes payroll, the payroll settlement specialist will print the checks for payment. 

	Question 20: Why do some security roles include a reference to organization types such as ‘Supervisory’ or ‘Company’ (e.g., Budget Manager (Company), Budget Manager (Cost Center), Benefits Partner (Supervisory), etc.)?

	Answer: These references help identify which roles are compatible for certain organization  types. For example, the Budget Manager (Company) security role is only assigned to Company organizations while Budget Manager (Cost Center) is only assigned to existing Cost Center organizations




	Question 21: (FIN Only) What nuance about the “Budget Manager (Company)” role should I keep in mind while updating the Company and Cost Center SRM templates?

	Answer: The processes in GA@WORK are designed so that your Budget Manager (Company) user should also be assigned at the agency cost center hierarchy.

For example, if John Doe is given the “Budget Manager (Company)” security role for the State Accounting Office company (ID – 40700) then John Doe should also be given the “Budget Manager (Cost Center)” security role for All 40700 Cost Centers (ID – All_40700_Cost_Centers).

Note: If your agency has a user assigned to the Budget Manager (Company) role but not the Budget Manager (Cost Center) security role, the security team will assign the missing role as part of the post-SRM review process.

	
Question 22: How can I submit my SRM template(s)?


	Answer: Please use the Security Role Mapping form and select “Submit - Completed Role Mapping Templates” for the “Select Request Type”. Fill in the required fields, attach your completed templates, and click “Submit”. You will receive an email confirmation after submission.

Refer to this video guide for additional information on requesting and submitting 	your SRM templates. Note: Your templates must be submitted via the submission form to be accepted for SRM completion.

	
Question 23: How can I check the status of my SRM submissions?

	Answer: Please use the Security Role Mapping form and select “Template Status – Check Role Mapping Status” for the “Select Request Type”. Fill in the required 	fields and click “Submit”. You will receive an email confirming the status of your 	SRM templates.

Refer to this video guide for additional information on requesting and submitting 	your SRM templates. Note: Your templates must be submitted via the submission form to be accepted for SRM completion.

	
Question 24: Who do I reach out to if I have questions about the security role mapping activity?


	Answer: Please navigate to our GA@WORK resource library for questions related to the security role mapping activity and functional processes: GA@WORK Resource Library.

For insight into which security roles correspond with specific training programs, please see the training support section here: GA@WORK Training Support Center.

If you continue to have questions, please contact NextGen_SecMap@sao.ga.gov.





	
Question 25: I am missing access to one or more SRM resources. Who can I reach out to for support?


	Answer: If you are missing access to SRM resources, please contact NextGen_SecMap@sao.ga.gov. 



Additional Questions
· If you have any additional questions that are not covered within this FAQ, please reach out to the nextgen_secmap@sao.ga.gov email. 
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