Job Aid

HCM Security Officer Approving a Deletion

Favorites ~ Main Menu ~

Team Works

Self Service Quick Links & ©v

Personal Information Summary
= Review 2 summary of your personal

information

= View Paycheck
=] Review curent nd prior paychecks

Employee Leave Summary & &~
Absence Balances

Absence Duration

Annual Leave 367.00 Hours
Balance
Education Support

I Erm 8.00 Hours

Personal Leave 16.00 Hours
Balance
Sick Leave 719.00 Hours
Balance
Forfeited Leave

3734.54 Hours
Balance

Details

Home Worklist Add to Favorites

Personalize Content | Layout

News and Announcements

QUESTIONS: SAO CSC HCM
404-657-3956
888-896-T771
HCM@sao.ga.qgov

QUESTIONS: SAO CSC Security
404-657-3056
828-896-7771
SAQ PS Access@san.ga.gov

QUESTIONS: Human Resources Administration (HRA)
Phone: 404-656-2705
hra@doas oa.qov

HCM News: TeamWorks HCM communications are distributed based on an individual's
security and module access. To request communication on additional modules, please
contact the SAO HCM Customer Support Center (CSC) with your request

Sign out

Step

Action

Begin by navigating to the Security Officer page.

Note: This simulation is an example of a transaction. When entering a transaction in the
live TeamWorks HCM system, please select all values and options based on agency
policy, the paperwork on hand and the current situation.

Click the Main Menu link.

Main Menu -
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Favorites =

Main Menu v{

Search Menu:

Team W)

DX Custom
Self Service Qu

Personal I
=] Reviews s

information

Manager Dashboard
Talent Summary
Self Service
Manager Self Service
Agency Security

View Payc|
(= Revims co Agency Security Reset
Workfarce Administration
Employee Lea Benefits

Absence Bala Compensation

Absence Payroll for North America

Annual Leave Global Payroll & Absence Mgmt

Home Worklist Add to Favorites

Personalize Content | Layout

Access@sa0.03.qov

Resources Administration (HRA)

Enterprise Leaming

Workforce Monitorin:
Personal Leave 9

Balance Pension

Sick Leave Set Up HCM

Balance Enterprise Components
Workli

Forfeited Leave Worist

Balance Reporting Tools

Details PeopleTools

Change My Password
My Personalizations

My System Profile

e o A o G A S o e o o o Qe 0 Y

My Dictionary

Salance Workforce Development » | 404-656-2705
Education Suppol O D ) [0as.gagov
Lv Balance

rks HCM communications are distributed based on an individual's
pccess. To request communication on additional modules, please
Customer Support Center (CSC) with your request

Sign out

? Help

Action

2. Click the Agency Security link.
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Job Aid

Favorites ~ | Main Menu v{
Search Menu: Home Worklist Add to Favorites
Team W| ®
DX Custom » Personalize Content | Layout
Self Service Qu Manager Dashboard ents

Talent Summary

C HCM
Self S L3
information sl senice -3958
Manager Self Service » 77T

Agency Security

E— View Payc
Reiow cum Agency Security Reset Securty Request

Manager Security Request

Workfarce Administratig

Employee Lear

Benefits bTTT
Absence Bala Compensation » B_Access@sac ga gov
Absence Payroll for North America 3
Annual Leave Global Payroll & Absence Mgmt " |Resources Administration (HRA)
Balance Workforce Development b | 404-656-2705
Education Suppol Organizational Development p (025.02.00V
RyBalance Enterprise Leamning I3

\Workfarce Monitorin , [orks HCM communications are distributed based on an individual's
Personal Leave . pccess. To request communication on additional modules, please
Balance Pension + M Customer Support Center (CSC) with your request

3

Sick Leave Set UpHCM
Balance Enterprise Components I3

Workli 3
Forfeited Leave Workist
Balance Reporting Tools I3
Details PeopleTools 4

Change My Password
My Personalizations

My System Profile

e o A o G A o o e o o o Qe 0

My Dictionary

Sign out

? Help

Step Action

3. Click the Security Request link.
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Step

Favorites ~ Main Menu - »

Agency Security ~ >  Security Request

Team Works

Security Request
Enter any information you have and click Search. Leave fields blank for a list of all values.
Find an Existing Value || Add a New Value

Search Criteria

Business Unit[begins with |
Request IDbegins with v |
SeqNbr[= ]
Requested Date [51)
Last Name
Enpi 10 Begrs it v]
User ID[begins with |
Action = M
Status[= v
Access Type[= vl
Expire Date [5)

[case sensitive

v]

v]

v]

Search Clear | Basic Search @."3 Save Search Criteria

Find an Existing Value | Aod a New Value

Home Worklist Add to Favorites Sign out

New Window | Help | B2

Action

Click in the Business Unit field.

Business Linit| begins with s

Q

Page 4

Favorites + Main Menu ~ > Agency Security v > Security Request

Team Works

Security Request
Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value | Adda New Value

Search Criteria

Business Unit[begins with | e}
Request IDbegins with v |
SeqNbr[= ]
Requested Date il
Last Name
Emo o{begi v v
User ID|begins with |

Action = v V]

Status[= v v]

Access Type[= ~v v
Expire Date [51)

[case sensitive

Search Clear | Basic Search E).":] Save Search Criteria

Find an Existing Value | Add a New Value

Home Worklist Add to Favorites Sign out

New Window | Help | =l
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Step

Action

Enter the appropriate information into the Business Unit field.

For this example, type 42700.

Favorites ~ Main Menu ~ > Agency Security v >  Security Request

Home Worklist Add to Favorites Sign out
Team Works

New Window | Help | B2
Security Request

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value || Add a New Value

Search Criteria

Business Unit[begins with v |[42700 Q
Request \D
Y E—
Requested Dats [5)
Last Name
Emp 1D [Eegns wih v
User ID[begins with V|

Action = v

v]
Status = v M
Access Type[= ~ w|
Expire Date [5)
[case sensitive
Search Clear | Basic Search \Q"'ﬂ Save Search Criteria

Find an Existing Value | Aod a New Value

Step

Action

The email received contained the Employee ID for the request. Use this information to

narrow the search.

Click in the Empl ID field.
Empl 1D | begins with w |f |

Date Created: 12/4/2019 9:46:00 AM
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Favorites ~ Main Menu ~ > Agency Security v >  Security Request

Team Works

Security Request

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value || Add a New Value

Search Criteria

Business Unit[begins with ]42700 Q
Request 1D
SeqNbr[= ]
Requested Date [51)
Last Name
Enoio
User 1D

Action = v ~|

Status = v M

Access Type[= vl v
Expire Date [5)

[case sensitive

Search Clear | Basic Search @"3 Save Search Criteria

Find an Existing Value | Aod a New Value

Home Worklist Add to Favorites Sign out

New Window | Help | B2

Step

Action

For this example, type 78787878.

Enter the appropriate information into the Empl 1D field.

Page 6

Favorites + MainMenu ~ > Agency Security > Security Request

Team Works

Security Request

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value || Add a New Value

Search Criteria

Business Un\t 142700 Q
Request ID
Seghor[= ]
Requested Date [5
Last Name
Empl ID 78787378
User ID

Action [= M V]

Status = v v]

Access Type|[= v v|
Expire Date

[Ccase sensitive

Search Clear | Basic Search B'E Save Search Criteria

Find an Existing Value I Add a New Value

Home Worklist Add to Favorites Sign out

New Window | Help |
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Step Action

8. Click the Search button.
Search

Favorites + MainMenu ~ > Agency Security > Security Request

Home Worklist Add to Favorites Sign out
Team Works

Security Request Comments Activity Security

New Window | Help | Personalize Page | & P
Security Approval Status History

Business Unit: 42700 Department of Human Services Request ID: 0000000394 Request Seq Num: 1
Electronic signature of Security Officer and Supervisor acknowledges application, receipt for [D, password and an
understanding that applicant is legally responsible for the protection of said ID/Password pursuant to Chapter 9 of Title 16

of the Official Code of Georgia Annotated, Georgia Computer System Protection Act, as well as all other applicable
computerfinformation laws

Security Request

*Reguested Date: [03/04/2019 [l

“Action:
“Request Type: Erpares 7]

*Status: [Manager Submitted v

Reject Reason:
Source: Online Support Number:
Entered by: 00290029

Submitted By:

Minnie Mouse 404/464-4044 Entered on: 02/28/2019

Access Type

O Permanent ® Temporary Expiration Date 07/01/2019 [

User Data

*User ID: 78787872 Initial Password: @cartoon2
Empl ID: 78787878 Population Access

*First Name: Tom Middle Initial: *Last Name: Jerry

Job Title:
“Telephone:404/565-5432 Fax Number:
Email Address: @cartoon2@sac.ga.gov

Business Address

Address Line 1:

Step Action

Notice all the relevant employee information has been previously inputted by the Manager.
The *Action for this request is set to Delete and the *Status is Manager Submitted.

Click the Vertical scrollbar to view the bottom of the page.
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Favorites ~ Main Menu ~ > Agency Security v >  Security Request
Home Worklist Add to Favorites Sign out
Team Works
User Data
~
*User ID: 787872378

Initial Password: @cartoon2

Empl ID: [78787878 Population Access
*First Name: Tom Middle Initial:

Job Title:

*Last Name: Jerry

*Telephone:404/555-5432 Fax Number:

Email Address: @cartoon2@s20ga.gov
B

ness Address

Address Line 1:
Address Line 2:
City:

State: Q Postal Code:

Supervisor's Information
*Name: |Bamey Fife

*Telephone; 404/555-6543

PeopleSoft HCM and Portal User ID are limited to the employee ID for every State of Georgia employee. If there are any
exceptions to this rule, SAQ must be contacted to approve and process the exception. Non State of Georgia employee
access is granted on an exception basis and the User ID is assigned by the State Accounting Office security team and
provided to the agency PeopleScft Security Officer at completion of the security application. Applications that are an
exception must contain the alpha name of the individual in the User ID column up to 20 characters. If the PeopleSoft User

ID is a duplicate or invalid, the security Administrator will assign the ID and notify your Agency PeopleSoft Security Officer
of the change.

The initial password will be encrypted after saving. The password will be decrypted for security administrators only

i) Save at Return to Search

[ Aad
Security Request | Comments | Activity Security | Security Approval | Status History v
Step Action
10. Click the Vertical scrollbar to return to the top of the page.
Favorites » Main Menu + > Agency Security + >  Security Request
Home Worklist Add to Favorites Sign out
Team Works

New Window | Help | Personalize Page | & P
Security Request Comments Activity Security Security Approval Status History

Business Unit: 42700 Department of Human Services Request ID: 0000000394 Request Seq Num: 1

Electronic signature of Security Officer and Supervisor acknowledges application, receipt for 1D, password and an
understanding that applicant is legally responsible for the protection of said ID/Password pursuant to Chapter 9 of Title 16

of the Official Code of Georgia Annotated, Georgia Computer System Protection Act, as well as all other applicable
computerfinformation laws

Security Request
*Requested Date: 03/04/2018 |[#] *Action:
*Status: [Manager Submitted v “Request Type: [Employee W

Reject Reason:

Source: Online Support Number:

Entered by: 00290029 Minnie Mouse 404/464-4044 Entered on: 02/28/2019
Submitted By:

Access Type
O permanent @ Temporary Expiration Date |07/01/2019 |5

User Data

=User ID: 78787878
Empl ID: 78787878

Initial Password: @cartoon2

Population Access

*First Name: | Tom die Initial: *Last Name: |Jerry

Job Title:
*Telephone:404/555-5432 Fax Number:
Email Address: @cartoon2@sac.ga.gov

B

ness Address

Address Line 1:

Page 8 Date Created: 12/4/2019 9:46:00 AM
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Comments
Favorites + MainMenu ~ > Agency Security v > Security Request
Home Worklist Add to Favorites Sign out
Team Works
New Window | Help | Personalize Page | &
Security Request Comments Activity Security Security Approval Status History
Business Unit: 42700 Depariment of Human Services Request ID: 0000000394 Request Seq Num: 1
Comments are sorted in descending date order. The sort allows the most recent comment to be shown first.
Add Comments
Comments Find | View All First 4/ 10f1 &) Last
[ (=

Last Upd DiTm:
stupd User;

Comment: | Employee Terminated

[§]save ||[GF Retumn to Search » Add

Security Request | Comments | Activity Security | Security Approval | Status History

Step

Action

12.

Notice that a reason was given for the deletion request.

Click the Security Request tab.
Security Request

Date Created: 12/4/2019 9:46:00 AM
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Favorites ~ | Main Menu ~ > Agency Security ~ >  Security Request

Home Worklist Add to Favorites Sign out
Team Works

New Window | Help | Personalize Page | (&
Security Request Comments Activity Secunty

Security Approval Status History

Business Unit: 42700 Department of Human Services RequestID: 0000000294  Reguest Seq Num: 1
Electronic signature of Security Officer and Supervisor acknowledges application, receipt for ID, password and an

understanding that applicant is legally responsible for the protection of said ID/Password pursuant to Chapter 9 of Title 16
i

of the Official Code of Georgia Annotated, Georgia Computer System Protection Act, as well as all other applicable
computerfinformation laws.

Security Request

*Requested Date: 03/04/2019 *Action:

*Request Type: | Employee v

*Status: [Manager Submitted v

Reject Reason:

Source: Cnline Support Number:
Entered by: 00290029

Submitted By:

Minnie Mouse 404/464-4044 Entered on: 02/28/2019

Access Type

O permanent ® Temporary Expiration Date 07/01/2019

User Data

*User ID: 78787878

Initial Password: @cartoon2
Empl ID: 78787878

Population Access

*First Name: Tom die Initial: *Last Name: Jerry

Job Title:
“Telephone:404/555-5432 Fax Number:
Email Address: @cartoon2@sao.ga.gov

Business Address

Address Line 1:

v
Step Action
13. Click the Status drop-down list.
*Status: | Manager Submitted e
Favorites » | Main Menu « > Agency Security + >  Security Request
Home Worklist Add to Favorites Sign out
Team Works

Security Request Comments Activity Security

New Window | Help | Personalize Page | & P
Security Approval Status History

Business Unit: 42700 Department of Human Services Request ID: 0000000394 Request Seq Num: 1
Electronic signature of Security Officer and Supervisor acknowledges application, receipt for ID, password and an

understanding that applicant is legally responsible for the protection of said ID/Password pursuant to Chapter 9 of Title 16

of the Official Code of Georgia Annotated, Georgia Computer System Protection Act, as well as all other applicable
computerfinformation laws.

Security Request

*Requested Date:
*Status:§

|Agency Submitted
Draft

*Action: [Delete ]
“Request Type: [Employee W

age
Rejected
Reject Reason:

Source: Online Support Number:
Entered by: 00290029

Submitted By:

Minnie Mouse 404/464-4044 Entered on: 02/28/2019

Access Type

O permanent @ Temporary Expiration Date |07/01/2019 |5

User Data

=User ID: 78787878 Initial Password: @cartoon2
Empl ID: 78787878

Population Access
*First Name: Tom Middle Initial: *Last Name: Jerry
Job Title:
*Telephone:404/555-5432 Fax Number:

Email Address: @carioon2@sac.ga.gov

Business Address

Address Line 1:

Page 10 Date Created: 12/4/2019 9:46:00 AM



Step

Action

14.

Click the Agency Submitted list item.

Agency Submitted
Diraft

Fejected

Favorites + Main Menu ~ » Agency Security v > Security Request

Home Worklist Add to Favorites Sign out
Team Works

New Window | Help | Personalize Page | =
Security Request Comments Activity Security Security Approval Status History

Business Unit: 42700 Department of Human Services RequestID: 0000000294  Reguest Seq Num: 1
Electronic signature of Security Officer and Supervisor acknowledges application, receipt for ID, password and an
understanding that applicant is legally responsible for the protection of said ID/Password pursuant to Chapter 9 of Title 16

of the Official Code of Georgia Annotated, Georgia Computer System Protection Act, as well as all other applicable
computerfinformation laws.

Security Request
*Requested Date: 0310412019 “Action:
——

*Status: | Agency Submitted v

Reject Reason:

Job Aid

Source: Cnline
Entered by: 00280029
Submitted By: 00290029

Minnie Mouse 404/464-4044
Minnie Mouse 404/464-4044

Support Number:

Entered on: 02/28/2019

Access Type

O permanent ® Temporary Expiration Date 07/01/2019
User Data

*User ID: 78787878 Initial Password: @cartoon2

Empl ID: 78787578 Population Access
*First Name: Tom Middle Initial: “Last Name: Jery

Job Title:
*Telephone:404/555-5432 Fax Number:

Email Address: @cartoon2@sao.ga.gov
Business Address
v
Address Line 1:

Step

Action

15.

Click the Vertical scrollbar to view the bottom of the page.

Date Created: 12/4/2019 9:46:00 AM
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Favorites ~ Main Menu ~ > Agency Security v >  Security Request
Home Worklist Add to Favorites Sign out
Team Works
User Data
~
*User ID: 787872378 Initial Password: @cartoon2
Empl ID: [78787878 Population Access
*First Name: Tom Middle Initial: *Last Name: Jerry
Job Title:
*Telephone:404/555-5432 Fax Number:
Email Address: @cartoon2@sao ga gov
Business Address
Address Line 1:
Address Line 2:
City:
State: Q Postal Code:
Supervisor's Information
*Name: |Bamey Fife
*Telephone; 404/555-6543
PeopleSoft HCM and Portal User ID are limited to the employee ID for every State of Georgia employee. If there are any
exceptions to this rule, SAQ must be contacted to approve and process the exception. Non State of Georgia employee
access is granted on an exception basis and the User ID is assigned by the State Accounting Office security team and
provided to the agency PeopleScft Security Officer at completion of the security application. Applications that are an
exception must contain the alpha name of the individual in the User ID column up to 20 characters. If the PeopleSoft User
ID is a duplicate or invalid, the security Administrator will assign the ID and notify your Agency PeopleSoft Security Officer
of the change.
The initial password will be encrypted after saving. The password will be decrypted for security administrators only
i) Save ., Return to Search | % Add
Security Request | Comments | Activity Security | Security Approval | Status History v
il Save
Favorites ~ Main Menu ~ > Agency Security ~ > Security Request
Home Worklist Add to Favorites Sign out
Team Works
User Data
~
User ID: 78787378 Initial Password: 36i2Xb5walJK2JSSVATGIA==
EmplID: 78737378 Population Access
First Name: Tom Middle Initial: Last Name: Jerry
Job Title:
Telephone: 404/555-5432 Fax Number:
Email Address: @cartoon2@sa0.ga.gov
Business Address
Address Line 1:
Address Line 2:
City:
State: Postal Code:
Supervisor's Information
Name: Bamey Fife
Telephone: 404/555-6543
PeopleSoft HCM and Portal User ID are limited to the employee 1D for every State of Georgia employee. If there are any
exceptions to this rule, SAQ must be contacted to approve and process the exception. Non State of Georgia employee
access is granted on an exception basis and the User ID is assigned by the State Accounting Office security team and
provided to the agency PeopleSoft Security Officer at completion of the security application. Applications that are an
exception must contain the alpha name of the individual in the User ID column up to 20 characters. If the PeopleSoft User
ID is a duplicate or invalid, the security Administrator will assign the 1D and notify your Agency PeopleSoft Security Officer
of the change
The initial password will be encrypted after saving. The password will be decrypted for security administrators only
il Save 2 Return to Search | % Add
Security Request | Comments | Activity Security | Security Approval | Status History v

Page 12
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Aid

Step

Action

17.

Click the Vertical scrollbar to return to the top of the page.

Favorites + MainMenu ~ > Agency Security + > Security Request

Home Worklist Add to Favorites Sign out

Team Works

New Window | Help | Personalize Page | & a
Security Request Comments Activity Security Security Approval Status History
Business Unit: 42700 Department of Human Services Request ID: 0000000394 Request Seq Num: 1
Electronic signature of Security Officer and Supervisor acknowledges application, receipt for ID, password and an

understanding that applicant is legally responsible for the protecticn of said ID/Password pursuant to Chapter 9 of Title 16
of the Official Code of Georgia Annotated, Georgia Computer System Protection Act, as well as all other applicable

computerfinformation laws.
Security Request

Requested Date: 03/04/2019

Status: Approved

Reject Reason:
Source: Online
Entered by: 00280029
Submitted By: 00290029
Access Type

Permanent

User Data

UserID: 78757378
Empl ID: 78787378
First Name: Tom
Job Title:
Telephone: 404/555-5432

Action: Delete

Request Type: Employes

Support Number:
Minnie Mouse 404/464-4044 Entered on: 02/28/2013

Minnie Mouse 404/464-4044

® Temporary Expiration Date 07/01/2019
Initial Password: 86i2Xb5walJK2JSSVATCIA==
Population Access
Middle Initial: Last Name: Jerry

Fax Number:

Email Address: @cartoon2@sao.ga.gov

Business Address

Address Line 1:

Step

Action

18.

Notice the status is now Approved.

An email will be sent to SAO Security that a request is waiting for their further approval.

Date Created: 12/4/2019 9:46:00 AM
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Favorites ~ Main Menu ~ > Agency Security ~ > Security Request

Team Works

Home Worklist Add to Favorites Sign out

New Window | Help | Personalize Page | & ~
Security Request Comments Activity Security Security Approval Status History

Business Unit: 42700 Department of Human Services Request ID: 0000000394 Request Seq Num: 1

Electronic signature of Security Officer and Supervisor acknowledges application, receipt for ID, password and an
understanding that applicant is legally responsible for the protection of said ID/Password pursuant to Chapter 9 of Title 16
of the Official Code of Georgia Annotated, Georgia Computer System Protection Act, as well as all other applicable
computerfinformation laws

Security Request

Requested Date: 02/04/2013 Action: Delete
Status: Approved Request Type: Employes
Reject Reason:
Source: Online Support Number:
Entered by: 002290028 Minnie Mouse 404/464-4044 Entered on: 02/28/2019
Submitted By: 00290029 Minnie Mouse 404/464-4044

Access Type

Permanent ® Temporary Expiration Date 07/01/2019
User Data
User ID: 78737378 Initial Password: 8612Xb5walJK2JSSVATGIA==
EmplID: 78737378 Population Access
First Name: Tom Middle Initial: Last Name: Jemy
Job Title:
Telephone: 404/555-5432 Fax Number:

Email Address: @cartoon2@sa0.ga.gov

Business Address

. v
Address Line 1:

Step Action

19. Congratulations! You have sucessfully completed approving or rejecting a request for
employee deletion.
End of Procedure.
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