TeamWorks HCM Self-Service Account Unlock

State Accounting Office has improved the TeamWorks HCM System to enable all active state employees
whose account are “locked out” to utilize the ‘| Forgot My Password’ link to reset their password and
unlock their own accounts. This will occur by successfully answering their security questions. The
improvement will reduce the need for active state employees whose accounts are “locked out” to call the
SAOQO Customer Support Center (CSC). This new improvement will require all HCM users to change their
password and update their security questions at the first login after the improvement is implemented.
HCM users will likely encounter one of two scenarios.

Scenario 1: If You Know Your Password

Scenario 2: If You Do Not Know Your Password

Once you complete one of the scenarios above, upon further logins, Helpful Hints/Going Forward will
provide you additional assistance.

Scenario 1: If You Know Your Password
The first time you access the TeamWorks HCM System you must create a new password and enter new
security questions.

e Login to the updated TW HCM page using your current User ID and Password:
0 The URL has not changed

S, ; TeamWorks HCM System
$ Welcome to the State of Georgia's TeamWorks HCM System is
caun|

Sl supported by the State Accounting Office.

Legin here as an existing User.
User ID:
Password:
Sign On |

? | forgot my password

Click here to reset your password

e The first time you access the TeamWorks HCM System the Password Expired/Missing or Invalid
Security Questions message will appear.
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Password Expired/Missing or Invalid Security Questions

Your password has expired or you are missing security questions or you have
invalid security questions. Click the Continue button to change your password and
sat up Your security quastions.

Continue |

e Click Continue

The Change Password window will open
e Enter your current password in the Current Password field
e Enter a new password in the New Password field
o Pay attention to the password requirements:
= Minimum 8 characters with at least one number and one special character
e Enter your new password in the Confirm Password

e Select new security questions and enter the responses where the field is blank
0 The security questions have changed. Everyone will be required to select some new
security questions the first time the TeamWorks HCM System is accessed
0 Important: choose questions you can remember the answers to in the future.
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Change Password
User ID: XXX
Description:  Tyler Pemy

*Current Password: |'"-----

*New Password: |--......

*Confirm Password: |

Submit Changes

Change or set up forgotten password help

You must populate all 3 questions and responses.

Yourresponses will be stored in upper case.

The questions and responses will be used to authenticate you, if you forget your password.

Question 1 |
Select frem the list of questions.

Response: |'

What ig your father's middle name? ¥

Question 2

Select frem the list of guestions.
Response PAMES
2

Question 3 |
Select from the list of questions.

Response | |
K3

~— ————

Please enter a valid email address,  or make sure the email address below is correct.

- e i
Email Addresses Customnize | Find | | ¥ First B 1 of 1 Bl Lot

Business v |t',11&r|:|-en'~_.r@t~,slerperr',r.mm

Submit Changes

Click Submit Changes
e Your security questions will be updated
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Log back in to TeamWorks HCM with your User ID and new Password.

TeamWorks HCM System

— L Welcome to the State of Georgia's TeamWorks HCM System is
Aterte supported by the State Accounting Office.

Legin here as an existing User.

User ID:|

Password: |

Sign On |

? | forgot my password
Click here to reset vour password
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Scenario 2: If You Don’t Know Your Password the FIRST Time You Access
the TeamWorks HCM System

If you do not remember your password, you must set a temporary password before you proceed with the
password and security question reset process described above.

Access the TeamWorks HCM System (URL has not changed)
e Click on the “l forgot my password” link on the Login Page

TeamWorks HCM System

Welcome to the State of Georgia's TeamWeorks HCM System is
supported by the State Accounting Office.

Login here as an existing User.

UserID:|

Password: |

Sign On |

? | forgot my password
Click here to rezet your password

e Enter your User ID and click on Continue

Forgot My Password

Enter your User ID below. This will be used to find your profile, in order to authenticate you.

User ID: XX

Continue |

e Enter the responses to each of your OLD Security Questions
o If you do not remember the correct responses to your security questions contact the SAO
Customer Service Center for assistance at 404-657-3956 Option 1 or 888-896-7771
Option 1
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Forgot My Password

User information

User ID: 3OOOINOOON
Please answer the following question below for user validation.
Question: What Is your city of birth?
Response:
Question: What is your father's middie name?
Response:
Question: What is your first child’s name?
Response: [
Continue |

e Click Continue
You will be required to create a TEMPORARY password on the OLD security page
¢ Enter a TEMPORARY password in the New Password field
0 Minimum 8 characters with at least one number and one special character

0 Passwords are case sensitive
e Enter your TEMPORARY password in the Confirm Password field

Forgot My Password

User Information

L XXXXXXXX

Please answer the following question below for user validation.

Question: What is your city of birth?
Response: Austin

Question: What is your father's middle name?
Response: . Richard

Question: What is your first child's name?
Response: . Kirsten

‘Validation Successfull Please enter New Password

Mew Password: I Passwaord must be at least 8 characters long and

: must contain at least one number and ane special
character. The password is also case sensitive.
Passwaords for Self Service Users expire in 180 days
and for Application Users in 30 days.

Confirm Password: |

Ok I Cancel I

e Click OK
Your temporary password is recorded.
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Password Saved

V Your password has successfully been changed.

Return to Login |

e Click Return to Login

Login to TeamWorks HCM with your User ID and the TEMPORARY password you just created

TeamWorks HCM System

Welcome to the State of Georgia’s Teamlorks HCM System is
supported by the State Accounting Office.

Legin here as an existing User.

User ID:|

Password: |

Sign On I

? | forgot my password
Click here to reset your password

e You will receive the following message:

Password Expired/Missing or Invalid Security Questions

Your password has expired or you are missing security questions or you have
invalid security questions. Click the Continue button to change your password and
seat up your security questions.

Continue

e Click Continue
The Change Password window will open. You will be required to create a new password
e Enter the TEMPORARY password you just logged in with in the Current Password field

e Enter a NEW password in the New Password field
e Enter the NEW password again in the Confirm Password field

Change Password
User ID- XXXXXXXX
Description: Tyler Pemy
“Current Password:

“Hew Password:

*Confirm Password:

e Select new security questions and enter the responses where the field is blank

o EVERYONE must select new security questions the 1% time the TeamWorks HCM
System is accessed
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0 Important: choose questions you can remember the answers to in the future.
Note: Some of the old security questions may remain. You can leave them or change
them.

Change Password

User ID: RO
Description:  Tyler Pemy

*Current Password: |""'---

*Hew Password: |""'"'

*Confirm Password: |"""--

Submit Changes |

Change or set up forgotten password help

You must populate all 3 questions and responses.

Your responses will be stored in upper case.

The questions and responses will be used to authenticate you, if you forget your passwaord.

Question 1 |Whﬂt color was your first car? v |

Select from the list of guestions.

Response: IT&EH

Question 2 | What iz your father's middle name? v

Select from the list of guestions.

Response lJAMES
Z

Guestion 3 | What iz the first car you owned? ¥

Select from the list of questions.

Response |N issan|
&

Please enter a valid email address, or make sure the email address below is correct.
Email Addrezses Customize | Find | | B First B 1 051 B Lot

Businezz ¥ | tyerperry @tyerperny.com

Submit Changes |
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e Enter a valid work or business email address and make the email address your Primary Email
Account.

e Click Submit Changes

Password Saved

V Your password has successfully been changed.

. oK |

e Click OK

Log back in to TeamWorks HCM with your new password.

TeamWorks HCM System

Welcome to the State of Georgia's TeamWerks HCM System is
supported by the State Accounting Office.

Login here as an existing User.

User ID:|

Password: |

Sign On |

? | forgot my password

Click here to reset your password
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Helpful Hints & Going Forward

o If you:
o Forgot your password
0 Tried to access TeamWorks HCM and received this message “Your User ID and/or
password are incorrect. Please try again.”
0 Tried three times to access TeamWorks HCM and received this message “Unable to
validate User ID and/or password. Use the ‘I forgot my password’ link to reset your
password.”

e Click on the “| forgot my password” link on the Login Page

TeamWorks HCM System

Welcome to the State of Georgia's TeamWorks HCM System is
supported by the State Accounting Office.

Login here as an existing User.

User ID: |

Password: |

Sign On |

? | forgot my password

Click here to reset your password

e Enter your User ID and click on Continue

Forgot My Password

Enter your User ID below. This will be used to find your profile, in order to authenticate you.

User ID: HHHKHKKK

Continue ]

e Enter the correct responses to each of your three Security Questions*
e Click Continue
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Forgot My Password

User Information

User 1D: OO0

Please answer the following question below for user validation.

Question: What Is your city of birth?

Response: |

Question: What is your father's middle name?
Response: |

Question: What is your first child's name?

Response: |

e Enter your new password in New Password
o0 Pay attention to the password requirements:
= Minimum 8 characters with at least one number and one special character

e Enter your new password in Confirm Password

Forgot My Password

User Information

User ID:  XXXXXXXX

Please answer the following question below for user validation.

Question: What is your city of birth?

Response: The State Accounting Office (SAD)
Question: ‘What is your father's middie name?
Response: Peoplesoft

Question: What is your first child's name?
Response: TeamWorks

Ol I

Validation Successfull Please enter New Password

New Password: | Password must be at least 8 characters long and
nnlstmﬁaifrlatleastwmnterar-dwspccﬂ

: character. The password is also case sensitive

Confirm Password: Passwords for Self Service Users expire in 180 days

and for Application Users in 30 days.
oK Cancel
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e Click OK

You will be returned to the login page

TeamWorks HCM System

Welcome to the State of Georgia's TeamWorks HCM System is
supported by the State Accounting Office.

Lagin here as an existing User.

UserID:|

Password:|

Sign On |

? | forgot my password
Click here to reset your password

e Signin to TeamWorks HCM with your new password

*If you do not remember the correct responses to your Security Questions contact the SAO
Customer Service Center for assistance. 404-657-3956 Option 1 or 888-896-7771 Option 1
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